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COJEP)KAHUE
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Jlekuuss Ne 2-3 «3akoHOAATENbHBIE W TPABOBBIC OCHOBBI 3aIUTHl KOMITBIOTEPHOM
nHbopMauK 1 HHHOPMAITMOHHBIX TEXHOJIOTHIT».
Jlekums Ne 4-5 «CToKoCTh KpUNTOrpapUUECKUX CUCTEM U AITOPUTMOBY.
Jlekuust Ne 6 «BpraucinurtenbHbIe aNrOPUTMBD.
Jlekuust Ne 7-8 «bnounble ¥ MOTOYHBIE TIH(PHD.
Jlexus Ne 9-10 «IlIudpsr DES, pexxumsr padotsr DES, AES, TOCT 28147-89».
Jlekuus Ne 11 «ITotounsie mudpsr: PCJIOC, RC4, mudp Ponay.
Jlekuus Ne 12-13 «Pacnpenenenne Kiroueit.».
Jlekumsa Ne 14 «O6mas cxema QyHKIMOHUPOBAHUS CUCTEM C OTKPBITHIMU KIHOYAMMD).
Jlekums Ne 15 «Kpunrtocucrema RSA u ee momudukanuu. Kpunrocucrema Db ["amais.
Kpunrocucrema Pabunay.
Jlexmus Ne 16-17 «IlenocTHOCTh JaHHBIX M ayTEHTU(DHUKAIINS COOOIEHUIT.
Jlexuust Ne 18-19 «Xom-dyHKIIIN.
Jlekumsas Ne20-21 «Peanmuzanust cxeM 3JIEKTPOHHOW MU(GPOBOH TOMNMUCH (HAa OCHOBE
anroput™MoB RSA, ElI Gamal, [ITaoppa)»..
Jlexmus Ne 22-23 «Kpuntorpadhudeckue mpoTOKOIBI.

Jlexmus Ne 24-25 «Tectbl Ha IPOCTOTY U (PaKTOPU3AITHS».

2. MeToanyeckue yKa3aHUs MO BbINOJHEHUIO JJA00PATOPHBIX padoT

He npexycmorpeno PYII

3. MeToanyeckue yKka3aHus M0 MPOBeAeHUI0 MPAKTUYECKUX 3aHATHIH
IIpakTnueckoe 3ansitue Ne I13-1-3 «[lotounsie cuctemsl mudposanus (PCJIOC, RC4,
Pona)».
IIpakTnueckoe 3ausitue Ne I13-4-6 «IIporpammuasi peanusarysi HOTOYHBIX CHUCTEM
mudposanus (PCIIOC, RC4, Pona)y.
IIpakTnueckoe 3ansatue Ne I13-7-11 «Cxembr pacnpenenenust kirouein (Illammupa,
Juddu-Xennmana, IpOTOKOJIOB OCHOBAHHBIX Ha AIUIMIITUYECKUX KPUBBIX)».
IMpakrnyeckoe 3anstme Ne I13-12-18 «Acummerpuunbie kpunrocuctemsl (RSA, El
Gamal, Pabuna) ®opMupoBaHUE aCCHMETPHYHBIX KPULITOCUCTEM.
IIpakTuuyeckoe 3ansitne Ne I13-19-24 «IIporpammHas peanu3anusi aCUMMETPHUYHBIX

kpuntocucteM (RSA, El Gamal, Pabuna).



4, MeToanuyeckue YKa3aHus 10 MPOBEACHUI0 CEMUHAPCKUX 3aHATHIl

He npeaycmorpeno PYII

1. KOHCIIEKT JEKIIAN

1. 1 Jlexuusa Ne 1 (2 gaca).
Tema: «Benenue»

1.1.1 Bompocs! nexuuu:

1. OcHOBHBIE NOHSTHS U OTIPEACICHUSI.

2. Ucropus pa3Butus kpunrorpaduu. Knaccuduxanus kpunrorpadpuyeckux CUCTEM.
1.1.2 Kpatkoe coniep>kaHue BOTIPOCOB:

1. OcHOBHBIE IOHSTHS U OTIPEACICHUSI.

OnHO U3 OCHOBHBIX MOHITHI KpunTorpaduu - mudp (apad. (sifr) - «HOITBY,
CHUYTO», «IIyCTOTa», oTKyAa ¢p. chiffre - «uudpa»; apaObl nepBbIMU cTaIN 3aMEHATH OYKBBI HA
UQPHI € TENTBIO 3alIUTHI UCXOTHOTO TEKCTA).

[Mox mmdpom noHUMaeTcss COBOKYIMHOCTh METOJIOB U CIOCOO0B 00paTuMOro
npeoOpa3oBaHust HHPOPMAIIUH C IETBI0 €€ 3alIUThl OT HECAHKIIMOHMPOBAHHOTO JJOCTYIa
(oOecnieuenus: KOH(GUIACHIMATBEHOCTH HHGOPMAIUN).

CocTaBHBIMHU AJIEMEHTaMU K (pa ABISIOTCS:

- ayipaBUTHI JIJIS 3aIMUCH UCXOAHBIX COOOIIECHMH (3amuiaeMoi nH(OOPMAIH, OTKPBITOTO
TEKCTa) 1 MU(PPOBaHHBIX COOOMIEHNH (IMTUPPTEKCTOB, MHGPOrpaMM, KPUIITOTPaMM);

- QITOPUTMBI KpUTITOrpaduueckoro nmpeodpazopanus (3amudpoBaHus U
e poBaHus);

- MHOXECTBO KIIIOYEH.

A3Oyka wiu andasuT - popma MUCEMEHHOCTH, OCHOBaHHAsI HA CTAaHJIAPTHOM Habope
3HAKOB, OJMH WM Ha0OP KOTOPBIX COOTBETCTBYIOT oHeMaM | si3bika. B obmiem ciydae andaBut
JUIS 3aIUCHU UCXOTHBIX COOOUICHHH U andaBuT U1 3anucH MUGPOBAHHBIX COOOIIEHUN MOTYT
OTJINYAThCAL.

AnropuT™M Kpunrorpaduueckoro nmpeodpa3oBaHus — HA0OP MpaBuil (MHCTPYKIINHN),
OTIPECIIAIONIUX COACPKAHKUE U TIOPSAO0K ONepaluii Mo MU(PPOBAHUIO U ACIIH(PPOBAHUIO
nHpopMaIuu.

[IudpoBanue (3ammdpoBaHKe) — MPOIECC TPUMEHEHUS MHdpa K 3alUIaeMoi
uHpopmaluy, T.e. IpeodpazoBaHuE UCXOAHOTO COOOIIECHHUS B 3alIU(PPOBAHHOE.

JlemmdpoBanue — mpoiiecc, 00paTHBIN MHU(PPOBAHUIO, T. €. TPeoOpa3oBaHUe
¢ pOBaHHOTO COOOIICHHS B UCXOTHOE.

Kintou — nepemenHsbli napamerp mudpa, 06ecrneunBaronii BIOOp 0JJHOTO
peoOpa3oBaHus U3 COBOKYITHOCTH BCEBO3MOKHBIX Ul JAHHOTO aJropuT™Ma 1 cooduienus. B
oOrmieM ciryyae, K04 — 3T0O MUHUMAaJIbHO HE00X0quMas nHpopManus (3a UCKI0YEHUEM
cooOuieHus, andaBUTOB U aAJITOpUTMa), HEOOX0oUMAast sl IU(PPOBaHUS U AU (PPOBAHUSL
COOOLIEHUH.

Kpunrorpadus (rped. kpumtdg — CKpBITHIN H YpAQ® — MUIILY, PUCYI0) — HAyKa O
MeTo1ax o0ecredeHns KOHPUICHINATbHOCTH (HEBO3MOKHOCTH NMPOUYTEHUS HH(DOpMAIIH



IIOCTOPOHHUM) U @yTEHTUYHOCTH (LI€JIOCTHOCTH U MOUIMHHOCTH aBTOPCTBA, a TAKXKE
HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA) MHPOPMAIIIH.

Kpunroananus (rped. Kpuntdg — CKPBITHINA U 0VOALGT — pa3JIoKeHUE, pacuwIeHEHHE) —
HayKa, 3aHIMAIOIIasICsl BOIIPOCAMHU OLIEHKU CUJIBHBIX U CIIa0bIX CTOPOH METO/I0B MK (poBaHus, a
TaKKe pa3pabdOoTKON METOOB, MO3BOJIIONINX B3JIaMbIBATh KPUIITOCHCTEMBI.

2. Uctopus passutusa kpunrorpaduu. Kiaccudukanus Kpunrorpapuyeckux CUCTEM.

Wcropus kpuntorpadguu HaCUUTHIBAET OKOJIO 4 ThICSY JieT. B kauecTBEe OCHOBHOTO
KPUTEPHsI IEPHOAN3ALNN KPUTITOTpadUi BOZMOKHO HCTIOIB30BATh TEXHOJIOTUYECKHE
XapaKTEPUCTUKH UCTIOIB3yEMBIX METOJIOB I (PPOBAHHUS.

[TepBriit nepuo 1 (MpUOTUZUTENBHO C 3-TO THICAYENETHS JI0 H. 3.) XapaKTepU3yeTcs
roCII0/ICTBOM MOHOAI(ABUTHBIX HIM(PPOB (OCHOBHOW MPHUHIIUIT — 3aMeHa andaBuTa UCXOHOTO
TEKCTa APYruM andaBUTOM yepe3 3aMeHy OyKB JpyruMu OyKBaMu WJIM CUMBOJIaMHU). BTopoii
niepuo (xponosiorndeckue pamku — ¢ [X Beka Ha bmkaem Boctoke u ¢ XV Beka B EBporie
(JIeon bartucra Ansbeptr) — 10 Havyasna XX BeKa) 03HAMEHOBAJICS BBEJICHUEM B OOUXO/T
nonvangaBuTHBIX mUdpos. Tperuil nepuos (¢ Havana u A0 cepeauHbl XX Beka)
XapaKTepHU3yeTcsl BHEPEHNEM IEKTPOMEXaHUUECKUX YCTPOUCTB B pabOTy MM (PPOBAIBILIHUKOB.
[Ipu >TOM MPOAOHKAIOCH UCIIOIB30BAHKE TTOJTHANI()aBUTHBIX MTH(POB.

YetrBEpThIii eproa — ¢ cepearHsbl 10 70-x rogoB XX Beka — MepUoJ Nepexoia K
MaTemaTudeckoi kpunrorpaguu. B padore llleHHOHa MOSBISIOTCS CTpOrue MaTeMaTUYECKUE
oTnpezeNieHus: KOJIMYecTBa MHPOpMaINY, Iepejaun JaHHbIX, SHTPOIHH, QYHKIUI mudpoBaHus.
OO0s13aTeNIbHBIM 3TANOM CO3JIaHUS MK(pa CUNTAETCS U3YUEHHE €r0 YSI3BUMOCTH K Pa3IMYHbIM
M3BECTHBIM aTakaM — JIMHEHHOMY U TuddepeHnnansHoMy KpunroaHanuzam. OnHako, 1o 1975
rojia Kpunrorpadus ocraBajiach «KJIaCCUICCKON», HIH Ke, 00J1ee KOPPEKTHO, KpunTorpaduei ¢
CEKPETHBIM KIIIOUOM.

CoBpeMeHHbIN TTepuo 1 pa3BuTHs Kpuntorpaduu (¢ koumna 1970-x romoB mo HacTosIee
BpeMs1) OTJIMYAETCS 3apOXKACHUEM U Pa3BUTHEM HOBOTO HANPABIIEHUS — KPUIITOTpadus C
OTKPBITBIM KIIF0OUOM. E€ MosBIIEHNE 3HAMEHYETCS HE TOJIBKO HOBBIMU TEXHUYECKUMU
BO3MOXHOCTSIMHU, HO ¥ CPAaBHUTEJIBHO IIIMPOKUM PaCIpOCTPaHEHHUEM KpunTorpaduu asis
WCIO0JIb30BAHUS YACTHBIMU JIMIIAMU (B MPEAbLAYILINE AIOXH HCIOIb30BaHHe Kpuntorpadguu ObL1o
UCKITIOYUTENbHOM MpeporatuBoi rocynaapcersa). [lpaBoBoe peryinupoBaHue UCIIOJIb30BAHUS
KpunTorpaguu 4acTHBIMU JIMLIAMU B Pa3HBIX CTPaHaX CHJIBHO Pa3IMYaeTCsi — OT pa3pelieHUs
J10 TIOJTHOTO 3aIlpeTa.

CoBpemenHast kpunrorpadus 00pasyeT OT[eIbHOE HAyYHOE HalpaBJIeHUE HA CThIKE
MaTeMaTUKU U HHPOPMATUKH — PabOTHI B 3TOM 00JacTH MyOIMKYIOTCS B HAYYHBIX KYpHAIaXx,
OpraHu3yloTCs peryispHbie KoHdeperuuu. [IpakTudeckoe npuMeHeHHe KpUNTorpaguu cTaino
HEOTHEMJIEMOM YacThIO KU3HU COBPEMEHHOTO 00IIeCTBa — €€ MCMOJIb3YIOT B TAKMX OTPACIISIX
KaK 3JICKTPOHHAs KOMMEPIIUS, JJIEKTPOHHBIN TOKYMEHTOO00POT (BKIItOUasi U(POBHIE MOIICH),
TEJIEKOMMYHUKALIMU U APYTUX.

1. 2 Jlekius Ne 2-3 (4 gaca).

Tema: «3akoHOaTETBHBIE U IPABOBHIE OCHOBBI 3AIIUTHI KOMIIBIOTEPHON HH(POPMAIMH U
MH(OPMAIIMOHHBIX TEXHOJIOTHI

1.2.1 Bonpocsl JieKIuu:

1. 3akoHOAaTEIHHBIE OCHOBBI KPUIITOTPA(HH.

2.IIpaBoBbIE OCHOBHI KpUOTOTpaduu.

1.2.2 KpaTkoe coaepaHHe BOIIPOCOB:



1. 3akoHOaTEIBHBIE OCHOBBI KPUIITOTpa(HH.

PacripocTpaneHHOCTh KpUNITOTPaPUIECKUX TEXHOJIOTHH 00YCIOBIMBACT MOTPEOHOCTH B
UX OCMBICIICHHH C TIO3UINI HUBUIMCTUYECKON JOKTPUHBL. B mutepatype cymecTByer psi
paboT, HOCBAIICHHBIX MPABOBOMY PET'YJIMPOBAHUIO AIIEKTPOHHOTO JOKYyMEHTO000opoTa. OHAKO
B LIEJIOM ITPO0OJIeMa COOTHOIICHHUSI BXKHEHIIINX HHCTUTYTOB IPAXKAAHCKOTO MIpaBa 1
KPUNTOTpapUUECKIX TEXHOJIOTHIA UCCIIeI0OBaHA HEOCTATOYHO.

[IpencraBnsiercs, 9To IpaXkIaHCKO-TIPABOBOE 3HAYEHUE KPUITOTPAdHH MOKET OBITh
0XapaKTEPU30BAHO CIEAYIOLUIMM 00pa3oMm.

Bo-niepBrix, mmdposanue n/nmm LI MoryT ncnonp30BaTbest Kak CpeACTBO
000c00IeHNS HEBEIECTBEHHBIX 0OBEKTOB IPAXTAHCKUX IPaB, €CIIU OHU (PU3HYECKH
MIPEACTABJICHBI B BUIC 3aITUCEH, DJIEKTPOHHBIX JOKYMEHTOB ((ailyioB).

Kak u3BectHO, 000co0neHNe (MHIMBUIyaTH3a1us) SIBISETCS KIIOUEBBIM BOIIPOCOM ISt
JO0BIX 0OBEKTOB a0COJIIOTHBIX I'PaXkAaHCKUX MpaB, OyAb TO BEIIM WM HEBEIIHbIE 0OBEKTHI
IpaXXIaHCKUX TpaB (pe3yIbTaThl HHTEIUIEKTYAIbHOM AEATEIBHOCTH | T.1.). KpaTko, HO eMKo,
chopMyIpOBa 3Ty BakHEIIyt0 MbIcTh B.A. benos: "OObeKTOM BCAKOTO aOCOJIFOTHOTO MpaBa
MOXET OBITh TOJILKO YHUKAJIbHAS WY WHIWBUIyaIU3UpPOBaHHAs cCyOcTaHIms".

PaccmaTpuBast 00beKTHI HCKITIOUUTEIBHBIX MpaB, B.A. Jlo30p1ieB Ha3bIBal OCHOBHBIE
TpH croco0a ux 000CcoOIeHUS (MHINBUIYATH3AIIAN):

000c00JIeHNE B CHITY YHUKAJIBHOU (POPMBI 00BEKTa, YTO XapakTEPHO 151 OOBEKTOB
aBTOPCKOTIO IPaBa;

obocobnenne popmanuzanueit Npu3HAKoB 00bEKTa, B paMKaX PErUCTPallMOHHON
CUCTEMBI. DTO XapaKTEepHO Ui 00bEKTOB NATEHTHOTO MPaBa;

000c00JIeHHE TTOCPEACTBOM COXpaHECHUsI KOH(MUIEHITHATLHOCTH 00beKTa. Takoi crocod
HCIOJIb3YeTCS IPUMEHUTENBHO K HOYy-Xay.

JI71s1 MOTIOJTHUTENILHOTO 000C00JICHHSI 0OBEKTOB aBTOPCKOTO TIpaBa, MPEe/ICTABJICHHBIX B
ANEKTPOHHO-IIM(PpOBOH hopme, yI0OHO MCTIOIB30BaTh cpeacTBa kpunrorpaduu. [Ipodrema
3aKIJII0YAETCs B TOM, YTO 3K3EMIUISPbI MPOU3BECHUN B TPaIUIIMOHHON dopMme, OyTyun BelaMmu
(KHUTH, KApTUHBI U T.I1.) JIETKO MOTYT OBITh MHAUBHUAYATU3UPOBAHbL. TOrAa Kak MpOU3BEACHMUS,
BbIpa)KEHHBIE B IU(POBOH opMe, MPeACTaBIAIOT cO00il JIErKO KOMUPYEMYI0 HHPOPMALIHIO
(daitnn), KoUK KOTOPOI ke TEOPETUUECKH HE UMEIOT CBOEH YHUKaIbHOCTH. HeBO3MOkKHO
Pa3IMYUTh OPUTHHAJ U KOIHIO, B T.4. ¥ Ty KOIIHIO, KOTOpas cejaHa He3aKOHHO. JlaHHoe
00CTOSITENECTBO 3aTPYyIHSCT pealu3alUIo U 3alIUTy aBTOPCKUX MpaB UX 00Ja1aTeIsIMHU.

CuabmuB xe daitn D111, MOXXHO MpUIaTh BHENTHIOK YHUKAIBHOCTh CAMOM 3aIlTUCH
(daitny, uadopmannn), B KOTOPOH IPEACTABICHO OXpaHIEMOE MPOU3BEACHUE. DTO HE YMATTUT
YHUKAQJIBHOCTH COJIEpKaHUS MPOU3BEACHHUS, TPEIOCTABUB JOTIOJHUTEIbHBIC TEXHUYECKUE
BO3MOXHOCTH JIJISl peain3allii aBTOPCKUX MPaB U UX CAMO3AIUTHL

2. IIpaBoBbIe OCHOBBI KpUIITOrpaduu.

HIupoxo mpakTukyercs "moanucanue” mporpaMMHOro ooecredeHus (OTAeIbHbIX
npaiiBepoB, 0OHOBIIEHUH ITporpamm u Ap.), 3aeck DL moaTBepkaaeT, 4To AaHHOU (haiin
JEWCTBUTENBHO SBJISIETCS OOHOBICHHUEM MPOrPaMMbl, HCXOSIIMM OT IpaBo0OIaAaTeNs
NePBOHAYAIIBHOM MPOTpaMMBI, a HE MOIOPOLICHHBIM [TPOTpaMMOI-BUPYCOM.

BosmoxHocTh 000co0nenus ¢ momotpto DI npousBenenuii B 31eKTpoHHOM hopme
TaKXe [IeHHa TOTJa, KOTa Ha OJHOM BelH (KOMIIbIoTep-cepBep) (pU3HMUECKH pa3MelaeTcs
HECKOJIBKO Pa3IMYHbIX OXPaHIEMbIX IPOU3BEACHNMN, IPUHAUIEKAIINX Pa3HbIM JIMLAM (T.H.
"xocTuHr").



JloGaBuM TaKke, 4TO KOHIICTILUS YIPABICHUS UCKIIOUYUTEIbHBIMU aBTOPCKUMH TPaBaMH
Ha MPOU3BENICHHS B JIEKTPOHHOH (1 poBoif) popme - Digital Right Management (DRM) Bo
MHOTOM MPEIOJaraeT UCIoJIb30BaHNE KPUNTOTpapuuecKuxX MeToA0B. JJocTaTouHO MpUBECTH
npumMep "IeKTpoHHBIX KHUT" Gopmata *.pdf kommanuu Adobe.

Obocobnenre 00beKTa rPaXKAAHCKUX TPAB MOXKET OBITh OCYIIECTBICHO U ITyTEM
(aKTHUECKOTO OTPAaHUYCHHUS AOCTYNA K HeMy. J{1st 00beKTOB, (PM3NYECKH PEICTaBICHHBIX B
BUJIe 3anuceil ((paiaoB, MEKTPOHHBIX TOKYMEHTOB), OFPaHUYEHHE JOCTYIIA Yalle BCEro
OpraHu3yeTcs MyTeM:

nu3MeHeHHs (POpMBI IPECTABICHNS HEMAaTEPUAIBHOTO 00BEKTA, IEPEBOJI €TO B
HeunTaemyro Gpopmy. Peus unet o mmdpoBannu uHGpOpManuy, T.e. KpUnrorpapuaeckom
METOJIE;

cOOCTBEHHO OTpaHUYEHUEM JI0CTYIA CPEACTBAMH TEXHHUUECKOMN 3alIUThl HTHPOpMAIUU
(mapospHast 3aIuTa, MEXKCETEBBIE IKpaHbl, SKpaHupoBanHsie OBM u np.).

Hanpumep, nis Takoro 00bekTa rpaXkJaHCKUX IpaB Kak HHGOpMaIus, COCTaBISIoIast
KOMMEpPUYECKYIO TailHy, OrpaHMYEHHUE JI0CTYNA SIBJISIETCS OJJHUM U3 YCIOBUN OXPaHOCIIOCOOHOCTH
(ct. 139TKP®;u. 1, 4. 2 u. 4 ct. 10 @3 "O xommepueckoii TaiiHe"). Y mockonbKy
OTpaHHYEHUE JI0CTYNa MOXKET ObITh JOCTUTHYTO IMyTeM U(POBaHUSL, TO HIU(PPOBAHUE TAKOU
nH(popmMaluu cieayeT KBaTupuIupoBaTh Kak (axkT, CBUAETEIbCTBYIOLIUI O MPUHITHHA MEp K
OXpaHe KOH(UIEHIINAIbHOCTH KOMMepUecKoH TaiHbl. TakuM 00pa3zom, muppoBaHrue MOKET
BBICTYIaTh KaK 4acTh IOPUAMUECKOTO COCTAaBA, OPOKIAIOIIETO BOSHUKHOBEHNE CYObEKTUBHOTO
IpaBa Ha HH(OPMAIINIO, COCTABIISAIONIYI0O KOMMEPYECKYIO TalHY.

Bo-BTOpbIX, mndpoBaHre MOKET UCIOIB30BATHCS B KAYECTBE MPEBEHTUBHOM MephI
CaMO3aIMUThI IPAXIAHCKHX MpaB. Peub ujet, B OCHOBHOM, O caMO3allluTe aOCOTIOTHBIX
IpaXkIaHCKHX MpaB Ha KOH(QUAECHINATBHYIO HHPOpMaLUIo (KoMMepYecKas TaiHa, JTu4Has
TaifHa, ceMeiHas TaitHa). O4eBUIHO, YTO TPYAHEE HAPYIITUTH TPABO COOCTBEHHOCTH Ha BEIIIb,
MTOMEIIEHHYIO B TIPOUHBIH ceiid. TouHo Tak ke, 3MOyMBIIIJICHHUKY CIIOKHEE HApYIITUTh MPaBo
Ha MH(OpPMAaIIO, COCTABIIIONLYI0O KOMMEPUYECKYIO TaiiHy, €ClIi OHa 3alin(poBaHa HAJIEKHBIM
CK3U. Cytb camM03aliuThl B 3TOM CIIydae 3aKI04aeTCs B TOM, 4TO (PaKTUUYECKUMHU MEPAMH
3aTpy/AHEH HEIPABOMEPHBIN JOCTYN K OXpaHsieMoil uHpopMauy, ee IpoYTeHUe U IOHUMAHUE.

IIpu 5TOM peub MOXKET UATU HE TOJBKO O CTATUYHOM XPaHEHUH 3alIu(pOBaHHOMN
uHpopmanuu. Ha npakTuke UCIOJIb3yIOTCS CPEACTBA 3ALUILIEHHOIO BHYTPUKOPIIOPATUBHOTO
obmeHa koHpuaeHITMaTbHOW nHpopManuei, T.H. VPN (Virtual Personal Network),
ocylIecTBIIOIMNE MH(poBaHue Tpaduka.

1. 3 Jlekrus Ne 4-5 (4 gaca).
Tema: «CTOHKOCTD KpUNITOrpaGUUIECKUX CHCTEM M aJITOPHUTMOBY

1.3.1 Bonpock! nekuuu:

1. DHTpOMNUs, TEOpETUUECKAS U IPAKTUYECKAs] CTOMKOCTD, BBIYMCIIUTENbHAS CTOMKOCTb.

2. TeopeTnko-uH(pOpMaIIIOHHAS CTOUKOCTb.

1.3.2 Kpatkoe coaep:kaHue BOIIPOCOB:

1. DHTpOMNUs, TEOpETUUECKAS U IPAKTUYECKAs] CTOMKOCTD, BBIYMCIIUTENbHAS CTOMKOCTb.

JIBa 1o/1xo/1a K ONpeeeHNI0 CTOMKOCTH KpUnTorpaduiyeckoit cucremsl PaccMoTpum
YCIIOBUS, KOTOPBIM JI0JKHA YIOBJIETBOPSITh KPUIITOCUCTEMA /ISl HAIEKHOW 3aIIUThI
uHpopmanuu. CroikocTs 3amuppoBaHHON HHGopMau (Kpuntorpadudeckasi CTOHKOCTb, HITH
MIPOCTO CTOMKOCTH) 3aBUCUT OT BO3MOKHOCTH HECAaHKI[MOHUPOBAHHOTO UTEHUS TAHHBIX.



CymecTByeT [JBa THUIA CTOMKOCTU: TEOPTHUYECKas (MaTEMaTHUECKas) U MPaKTUYeCKasl.
Otu

KOHIICTIIUH ObLITN TPeUI0kKEHbBI B Kiaccuueckoi padbote [llernona (Shannon,

1949). Tepmun "npakTudeckasi CTOMKOCTh'" HE 03HAYAET, UTO ONPE/ICICHUE HE SIBISETCS
MaTeMaTu4ecku cTporuM. CTOMKOCTh 000MX THIIOB CTOMKOCTH B cieaytomieM. TeopeTnueckas
CTOMKOCTh OCHOBaHa Ha (paKTe, YTO KPUNTOCUCTEMA MOJEIUPYETCSI HEKOTOPBIM (hOpMaIbHbIM

00BEKTOM, U IS 3TOM MoJieNn GOPMYITUPYIOTCS ONIPEICTICHHBIE YCIOBHS
HEBO3MO>KHOCTH PacKO0JIa KPUIITOCUCTEMBI IOCTOPOHHUM JIMLIOM. OOBIYHO 1OJIaraeTcs, YTo
JOCTYIHAS 3JIOYMBIIIJICHHUKY HH(OPMAIHs JOJDKHA OBITh HEOCTATOYHOM JUTS OTIPEACICHUS
OTKPBITOTO TEKCTA, AaXe €CIIM HHPOPMALUs O KPUIITOCHCTEME HECEKpeTHa. B kauecTBe Mephl
MPaKTUYECKON CTOMKOCTH Mbl IPUHUMaeM paboTy, T.€. YUCIIO ONepaluil WM BPEMEHHYIO
CJI0HOCTB OTpeAeNIeHUS] OTKPBITON MHPOPMAIMU TOCTOPOHHUM JIULIOM, JTUOO CpeHHE
3HAYEHUS ITUX XapaKTEPUCTHK HaJ MHOKECTBOM BCEX OTKPBITHIX TEKCTOB. B 3TOM ciydae 1enb
COCTOMT B MOJIyY€HUU MAaKCUMaJIbHOW CI0XKHOCTH 3a7jaull HECAHKIIMOHUPOBAHHOTO

nemndposanus. Cienyer OTMETUTD, UTO CYLLIECTBYET JiBa MOJX0/a K IOCTPOEHUIO
MPaKTUYECKU CTOMKUX MH(poB. B mepBoM citydae cTpoUTCS KPUITOCUCTEMA, U 3aTEM
MOKAa3bIBAETCS, UTO €€ PACKOJI SIBJISIETCS CI0XKHOU 3aaueil. Bo BTopoMm ciydae BeIOMpaeTcs
HEKOTOpasi CJI0XKHAs

MaTeMaTH4ecKas 3a/1a4a, U 3aTeM CTPOUTCS] COOTBETCTBYIOIIAs KPUIITOCHCTEMA, el
PacKoJI SKBUBAJIEHTEH PEIICHUIO 3TOM 3a/1a4H.

2. TeopeTuko-uHbopMaIMOHHAS] CTOUKOCTh

Bup cTolikocTH TEOpETUUECKOM, OTIPEACIISIEMBIN C TOUKU 3PEHUS MATEMATUYECKOI
teopun nHpopmanuu. C. T.-U. KPUIITOCUCTEMbI OOBIYHO XapaKTEPU3yeTcsl KOJIUYECTBOM
nHpopmanuu (Bempicie K. [IleHHOHA) OTHOCHUTEIHFHO HEM3BECTHOTO MMPOTUBHUKY /WA
HapYIIUTEIIO AJIEMEHTA KPUIITOCUCTEMBI, COJEPKAIUMCS B IEPEXBAYEHHOM TEKCTE
1 pPOBaHHOM WJIU APYTHX AOCTYIHBIX JAHHBIX U BHIYMCICHHBIM B paMKax TOW WJIK UHOM
BEPOSITHOCTHOU Moienu. ['0BOPST Takxke, UTO C. T.-U. KPUITOCUCTEMBI XapaKTepU3yeT ee
CHOCOOHOCTH MPOTUBOCTOSITH aTaKaM CO CTOPOHBI IPOTUBHUKA W/WJIN HAPYIIUTEIIS,
pacrojiararoIiiero HeorpaHUYeHHbIMU BBIYUCIUTEIbHBIMU pecypcamu. Kpunrorpadus
3aHMMAETCS UCCIIEIOBAaHHMEM METOI0B 3alIUThl HHPOPMAIIUHN U aHATH30M UX 3()(PEeKTUBHOCTH.
Kpunrorpadus npeacrapiser co0oil COBOKYTHOCTh METOI0B IIpeoOpa3oBaHusl JaHHBIX,
HaIpPaBJICHHBIX HA TO, YTOOBI CIIENIaTh ATH JTaHHbIE OECIIONIEe3HBIMU I TPOTUBHUKA. Takue
peoOpa30BaHUsl MO3BOJISIIOT PEHIUThH JBE TJIaBHBIE MTPOOJIEMBI 3aIUThI IaHHBIX: MPOOIEMY
KOH(UIEHIINATBHOCTH (JIUIIIEHUE MPOTUBHUKA BO3MOKHOCTHU M3BJIeUb HH(OPMAIIMIO U3 KaHala
CBSI3H) U MPOOIEMY LETOCTHOCTH (JIMIIIEHHE MPOTUBHUKA BO3MOXHOCTH U3MEHUTH COOOIICHHE
TaK, YTOObI M3MEHUJICS €TO CMBICII, WJIM BBECTH JIOXKHYIO HH(POPMAIIHIO B KAHAI CBSI3H).

[TpoGnembl KOHPUASHINATHHOCTH U 1IEJI0OCTHOCTU HH(GOPMAIIUU TECHO CBSA3aHBI MEKITY
co00i1, M0ITOMY METO/IbI PEIICHUs OJHOM M3 HUX YaCTO MPUMEHUMBI JJISI PELIECHUS IPYTOM.

Kpunrorpadus naet BO3MOKHOCTH PeoOpa3oBaTh HHHOPMAIIUIO TAKUM 00pa3oM, UToO ee
MpouTeHHe (BOCCTAHOBJICHHE) BO3MOKHO TOJBKO MpH 3HaHHUH Kitoua. [loa kpunrorpadudeckum
KITFOYOM TOJpa3zyMeBaeTCsl HEKOTOpas CeKpeTHasi HH(popMalvsi, U3BeCTHasE 3aKOHHOMY
coOCTBEHHUKY (ITOJIH30BATENI0) MHPOPMAIIMH U HEM3BECTHAS HAPYIIUTEINIO.



1. 4 Jlexuus Ne 6 (2 gaca).

Tema: « BeIYMCIUTENBHBIE AITOPUTMBI»

1.4.1 Bompocsl nekuuu:

1. MonynbeHas apugMeTHKa.

2. [Ipumepb! BBIYUCICHUN IO MOAYIBHON apu(METHKH.

1.4.2 Kpatkoe cojiep>kaHie BOTIPOCOB:

1. MonynwsHas apudmeTnka.

Ecnu nBa nenbix yvcna M 1pu AEJICHUU HA J1alOT OJUHAKOBBIE OCTATKU, TO OHU
Ha3bIBAIOTCS CPABHUMBIMU (MJIM paBHOOCTATOUHBIMU) TI0 MOJIYJIIO YHCIIA .

Jlig puKCHpOBAaHHOTO HATYpPaJIbHOTO YKCIa OTHOIIEHHE CPAaBHUMOCTH IO MOJYJIIO
o0JaiaeT cleayoIMy CBONCTBaMHU:

1. PednexcuBHOCTD

2. TpaH3uTUBHOCTH

3.CUMMETpUYHOCTh

Takxum oOpa3om, OTHOIIEHHE CPABHUMOCTH 110 MOJYJIIO SIBISIETCSI OTHOLIEHHEM
SKBHUBAJIEHTHOCTH HA MHOXECTBE LIEJIBIX YHCEN.

B kpunrorpaduu u KpuntoaHaanie 4acTo ObIBAET HEOOXOIMMO CIIOKHUTH JIBE
MOCJIEIOBATEILHOCTH YHCETI MJIU JK€ BBIYECTh OJIHY U3 Ipyroi. Takoe ciokeHue v BblYUTaHHUe
MIPOU3BOJIUTCS, KaK IPABUIIO, HE C TIOMOILBI0 OOBIYHBIX apU(PMETUUECKUX NEHCTBHI, a ¢
MTOMOIIBIO OTIepalii, Ha3bIBaEMBIX MOIyJIbHOM apudmeTkoil. B MoaynbHOI apudmerrke
CJIOKEHHE, BBIYUTAHUE BBITOIHSIETCS OTHOCUTENIEHO HEKOTOPOTo (PMKCHPOBAHHOTO YHUCIIA,
KOTOPO€ Ha3bIBAETCS MOAYINb. TUINMYHBIMU 3HAYEHUSIMH MOJYJIEH, UCIIOJIb3YEMBIE B
kpurrorpadu, siistores 2, 10 u 26. Kakoii 661 MOy Th MBI HU B3SUTH, BCE BCTPEUAIOIIAECS
YHUCJIa 3aMEHAIOTCS HA OCTATKH OT JEJIEHMS 3THX yKcell. Eciau B ocTaTke noJrydaercs
OTpUIATENILHOE YUCIIO, TO K HEMY MPUOABIISIIOT 3HAUEHHE MOIYJISI, YTOObI OCTaTOK CTall
HeoTpuLaTelbHbIM. Harmpumep, eciu ucnosb3yercst MOyJb 26, TO €AMHCTBEHHO BO3MOYKHbBIE
yuca Jexat B auanaszone ot 0 go 25. Tak, ecnu npubaButh 17 x 19, To pesynbrar pasen 10,
MocKoJbKy 17+19 =36, a 36 pu nenenuun Ha 26 maet ocratok 10. UToObI yka3aTh, 4TO
UCIOJIb3YeTCS MOIY/b 26, MpuHATa opMa 3arucH:

17+19=10(mod26).

Ecmu Berdects 19 u3 17, TO pesynbrar (-2) mojydaeTcsi OTPUIATEIbHBIM, TI0O3TOMY K HEMY
npubasnsiercs 26, U B uTore nojiaydaercs 24.

[Ipu cnoxxenuu no Moayio 26 ABYX YMCIOBBIX IIOCIIEI0BATEILHOCTEN
chopMynupOBaHHbBIE MPABUIIA CIIOKEHUS IPUMEHSIOTCS B KKJIOW Mape Yucell Mo OTAEIbHOCTH,
0e3 «epeHoca» Ha CIEYIONYIO napy. AHAJIOTUYHO, PU BRIYUTAHUH 110 MOIYIIO 26 OJTHOM
YHUCJIOBOM MOCJEI0BATEILHOCTH U3 APYroi MpaBuiia BEBIYUTAHUS IPUMEHSIIOTCS K K101 nape
qHCe M0 OT/AENbHOCTH, 0€3 «3aMMCTBOBAHUS» U3 CIIEAYIOIIEH Maphl.

ITpumep 1.1

Cnoxuth o Moayito 26 nocneaoBarenbHocty 15 1123 0611 w17 04 14 19 23

Pemenne

1511230611
1704 14 19 23
3215372534



06 1511 2508

u B pesynbrare 06 15 11 25 08

Ecnu moayne pasen 10, To ucnosib3yrores uncia ot 0 10 9; npu moayse 2 — tosibko 0 u 1
ApudmeTnka 1mo MOIYIO 2, WIH, KaKk ee 00bIYHO HAa3bIBAIOT, IBOMYHAs (OMHApHAs)

apumMeTHKa, UMeeT 0c000€e 3HaYCHHE, IIOCKOJIBKY B 3TOM CIIy4ae CI0KEHHUE M BHIYUTAHHE

ABJIAAIOTCA UWICHTHYHBIMUA OlICpaliuiaMU, T.C BCCraa JaroT OIIHHB.KOBBIﬁ pe3yibTaT, @ UMCHHO!

HITH,

00110011

+0101-0101

01120-110

01100110 (mod 2)Bo0oux ciyyasx.

2. Ilpumepsl BBIYUCIIEHUN IO MOJYJIBbHOHN apu(METUKH.
B teopun uncen kpunrorpaduu 1 Ipyrux o0n1acTax Haykd 4acTO BO3HMKAET 3aJ]laua
OTBICKaHUS PELICHUI CPAaBHEHMS IEPBOU CTEIIEHH BUJIA:

Pemenne takoro cpaBHeHust HaunHaeTcs ¢ BerunciaeHus HOJl(a, m)=d. I1pu stom
BO3MOYKHBI 2 CITy4Jasi:

Ecnu b He kpaTHO d, TO y cpaBHEHUS HET pEIICHU.

Ecnu b xpatHo d, TO y cpaBHEHUS CYIIECTBYET €AMHCTBEHHOE pellieHne no Moayao m/ d

9TO TO K€ camoe, dperreHuit mo MoIysTro m. B 9ToM cirydae B pe3ynbTaTre COKpaIieHus
HCXOJJHOTO CpaBHEHMS Ha d MOTydJaeTcsi CpaBHEHHE:

raeal =a/d,bl =b/duml =m/d aBusrorcs nenbiMu ynciaamu, npudem al u ml
B3aUMHO TIPOCTHI. [loaTomyuuncio al MoxHO 0OpaTUTh 1O MOAYJIIO M1, TO €CTh HAUTH

TaKO€ YHUCJIO C, YTO JPYTUMHU clIoBaMu, Tenepb pelieHne HaX0IUTCs YMHOKEHUEM

IIOJIYYCHHOT'O CpaBHCHH: Ha C:

[IpakTueckoe BbIYHMCICHUE 3HAUEHUSI C MOKHO OCYILIECTBUTH Pa3HbIMU CIIOCOOAMMU:
C TIOMOIIIBIO TeopeMbl Ditiepa,anroputMa EBkiina, Teopun nenHbIx apodeit u ap.
B uwactHOCTH, TEeOpema Diiniepa Mo3BOJISET 3alKcaTh 3HAYCHHE C B BUJIC:

[Ipumep: pemnm ypaBHeHue 3zaech d =2, HOSTOMY 110 MOAYIO 22 CpaBHEHHE UMEETIBA

peuienus. 3ameHuM 26 Ha 4,

CPaBHUMOE C HUM IO MOJYJIFO 22, ¥ 3aTE€M COKpaTHM Bce 3 uncia Ha 2:

HOCKOHLKy 2 B3aHMHO mpocCTO C MOAYJIEM 1 1, MOKHO COKpPATUTH JICBYIO U IPABYIO YaCTU

Ha 2. B utore MOJIy4a€MOJHO PCIICHUEC 110 MOAYJIIO 11: , OKBHBAJICHTHOC ABYM PCHICHUSAM IIO

MOy 22:

CpaBHeHI/IH BTOpOﬁ CTCIICHU
Pemenne CpaBHeHI/Iﬁ BTOpOfI CTCIICHU CBOJUTCSA K BBIACHCHUIO, ABJIACTCA JIM JaHHOC

YUCJIO KBAaAPATUYHBIM BBIYCTOM U MOCICAYIOIIECMY BBIYHUCIICHUIO KBAAPATHOTO KOPHSI

INoAaHHOMY

MO/IYIIIO.



MHO0eCTBO BCEX YHCEJI, CPABHUMBIX C a 110 MOJIYJIFO N Ha3bIBAETCS KIIACCOM BBIUETOB a
o

MOJIyJIIO N, B 00bI9HO0003HAuaeTcs [aln unu  Takum oOpas3om, cpaBHEHHE
PaBHOCHIILHO PAaBEHCTBY KJIACCOB BBIUETOB [a]n = [b]n.

HOCKOHBKy CpaBHCHHC 11O MOAYJIIO N ABJIACTCA OTHOIICHHUEM 3KBHUBAJICHTHOCTHU HA
MHOXECTBE

LEJBIX YHCENl ,TO KJIACChI BBIYETOB IO MOJYJIO N MPEJCTaBISIOT COOOW KITacChl
IKBUBAJICHTHOCTH; UX KOJMYECTBO PaBHO N. MHOXKECTBO BCEX KJIACCOB BBIYETOB IO MOIYJIIO N
o0o3HavaeTcs WM .

Onepanuu ClIoXeHUsI 1 yMHOKEHHUS HA HHAYLHMPYIOT COOTBETCTBYIOIIME ONIEPALIUU HA
MHOXECTBE :

[a]n + [b]n =[a + b]n

OTHOCHTENBHO 3TUX onepaunﬁ MHOXECTBO SABJISACTCA KOHCYHBIM KOJIBIIOM, a €CJIN N
IMPOCTOC — KOHCYHBIM I1OJICM.

1. 5 Jlexrwmst Ne 7-8 (4 gaca).

Tema: «bnounblie 1 moToYHbIE UDPHI»

1.5.1 Bonpocsl nekiumu:

1. briounbie mu@psl.

2. Ilorounsie mu@psI.

1.5.2 Kparkoe conep:xaHue BOIPOCOB:

1. brounsie mudpsr.

biounsnii mudp — pa3zHOBUIHOCTH CUMMETPUYHOTO Hppa. OcOOEHHOCTHIO 0JI0YHOTO
mudpa sBiIsgeTcs 00padoTKa 6JI0Ka HECKOJIBKUX OalT 3a OJIHY UTEpaIuio (KaK MpaBujo 8§ Win
16). brounbie KpUNTOCUCTEMBI pa30MBAIOT TEKCT COOOIICHHSI HA OT/JENIbHbIE OJIOKH U 3aTeM
OCYILIECTBIISIOT IPeoOpa3oBaHue ITUX OJOKOB C UCIOJIb30BAHUEM KIIHOYA.

[IpeoGpazoBanue JOIKHO UCIOIH30BAThH CICAYIOUIUE MPUHIUIIBI:

. PaccenBanue (diffusion) — T0 ecTh n3MeHeHUE JIFOOOTO 3HAKA OTKPHITOIO TEKCTA
WJIM KJIIOYa BIUSET Ha OOJIBIIOE YHCIIO 3HAKOB IU(PPOTEKCTa, YTO CKPHIBAET CTATUCTHUECKUE
CBOMCTBa OTKPBITOTO TEKCTA;

. [TepememmuBanue (confusion) — MCIOJIb30BaHUE PEOOPA3OBAHUIA,
3aTPYIHSIONINX MTOJTyY€HUE CTATUCTUYECKUX 3aBUCUMOCTEN MEK Iy IIHU(PPOTEKTCTOM U
OTKPBITHIM TEKCTOM.

K mocrounncTBam 6104YHBIX MHU(POB OTHOCAT MOXOKECTh MPOLEAYp IHUPPOBAHUS U
pacimudpoBaHus, KOTOPbIE, KaK MPAaBUIIO, OTIUYAIOTCS JUIIb MOPSIKOM JASUCTBUNA. ITO
YIIPOLIAaeT CO3/1aHNe YCTPONCTB HIM(PPOBaHUS, TaK KaK MTO3BOJISET UCHOIb30BATh OJJHH U T€ XKe
OJI0KM B LIeNsAX MHU(POBAaHUS U JeIIU(PPOBAHHUS.

OcHoBHas unes

brounslit mu@p cOCTOUT U3 IBYX B3aUMOCBSI3aHHBIX aJlTOPUTMOB: aJTOPUTM
mmdposanus E u anroputm pacmuppoBanus E-1. BXoaHbBIMHU JaHHBIMHU CITyXKaT OJIOK pa3MepoM
n 6ut u k-6utHbIN K104, Ha BeIX0J1e mostyyaetcs n-OMTHBIN 3amudpoBaHHbIid 650k, [{ns
060T0 (PMKCHUPOBAHHOTO KITt0Ua (DYHKIUS paciIn(poBaHUs ABISETCS OOpATHON K QYHKIMH
mudpoBanHus s modoro 6ioka M u kimoya K.



s mo6oro kmoua K, EK sBrsiercst OnexTuBHOM (pyHKIMEH (TIepecTaHOBKON) Ha
MHOYKECTBE N-OUTHBIX OJIOKOB.

Pazmep Gmoka n — 310 (huKCcHpOBaHHBIH MapaMeTp 6109HOTO MmMHKdpa, 0OBIYHO PABHBIHI
64 nnu 128 Ourtam, XOTSI HEKOTOpPbIE MIH(PBI AOMYCKAIOT HECKOJIBKO PA3TUYHBIX 3HAUYCHHH.
JlnvHa 64 6urta Obuta puemiieMa 10 cepeauHbl 90-X ToJI0B, 3aTeM HCIOJIb30BaIach AuHa 128
OWT, YTO IPUMEPHO COOTBETCTBYET Pa3Mepy MAIIMHHOTO CJIOBA U TO3BOJIAET 3(P(PEeKTHBHYIO
peanu3aiyio Ha OOJBIIMHCTBE PACTIPOCTPAHHEHHBIX BRIYMCIUTEIBHBIX IU1aTopmax. Paznuunbie
cXeMbl MH(POBAHUS TTO3BOJISIOT 3aIM(PPOBBIBATH OTKPHITHIA TEKCT MMPOU3BOJIBHON JTUHBI.
Kaxas mmeer ornpeieieHHbIe XapaKTEPUCTHKHU: BEPOSITHOCTD OIMOKH, IIPOCTOTA JIOCTYIIA,
ySI3BUMOCTB K atakaMm. TUnuyHbIMU pa3Mepa kitoua ssisitorces 40, 56, 64, 80, 128, 192 u 256
out. B 2006 r. 80-OuTHBIN KITt0U CITIOCOOEH OBLIT MPEIOTBPATUTD aTaKy IpyOOi CHUIIOMN.

2. TloTouHble TIUPPHI.

[ToTouHBIN MHUPP — ITO CUMMETPUUHBIN MIK(P, B KOTOPOM KaxAblii CUMBOJ OTKPBITOTO
TEKCTa Ipeodpa3yeTcsi B CUMBOJI IIM(PPOBAHHOTO TEKCTA B 3aBUCUMOCTH HE TOJIBKO OT
HCII0JIb3YEMOT0 KJIF04a, HO U OT €ro PacIoIoKEeHUsI B TOTOKE OTKPHITOro TekcTa. IloTouHbIi
mudp peannsyer Ipyroi noaxo ] K CAMMETPUYHOMY IIU(POBAHUIO, HEXKENN OJI0YHbIE ITU(PHI.

Knaccudukanus noTouHbIx mugppos

JlommycTtuM, HarpuMep, 4To B pEKHME FaMMHUPOBAHUS JIJ1s1 TOTOYHBIX MHU(POB Mpu
nepeaye Mo KaHary CBsI3U MPOU30ILIO UCKaKEHUE OJTHOTO 3HakKa mudporekcra. O4eBUAHO, YTO
B 9TOM CJIy4ae BCE 3HAKH, IPUHATHIE O€3 UCKaKeHUs, OyAyT paciIn(ppoBaHbl IPABUILHO.
[Iponzoia€r noreps AMIIb OJHOTO 3HAKA TEKCTA. A TENeph MPEACTABUM, YTO OJIMH U3 3HAKOB
mu@poTeKcTa NpH nepeaye o KaHaly CBA3M ObUI HOTEPSH. DTO NPUBEAET K HENIPABUILHOMY
paciuppoBaHUIO BCETO TEKCTA, CICAYIOLIET0 3a MOTEPSHHBIM 3HaKOM. [IpakTHuecku Bo Bcex
KaHaJlax Nepejady JaHHbIX I HOTOYHBIX CUCTEM IIU(PPOBAHUS IPUCYTCTBYIOT IIOMEXH.
[ToaToMy U1 IpenoTBpaleH s OTepH MHPOPMALIMHU PEeIaloT Mpo0IeMy CHHXPOHHU3ALMH
mudpoBanus U pactmmdpoBanus Tekcta. [1o cmocoOy pemenus 3Toi mpooaemMbl mu(pCUCcTEMbI
MOJIPA3/IENAI0TCSA HA CHHXPOHHBIE M CUCTEMBI C CAMOCHUHXPOHM3ALMEH.

1. CHUHXpOHHBIE MOTOYHBIE MIH(PHI

Onpenenenue:

Cunxponnsie nmotounbie mudpsl (CITI) — mmudpsl, B KOTOPBIX MOTOK KIOUEH
TeHEpPUPYETCsl HE3aBUCUMO OT OTKPBITOTO TEKCTA U IN(POTEKCTA.

IIpu mmdpoBanuu reHepaTop NOTOKA KJItOUEH BBIIAET OMTHI MOTOKA KIFOUEH, KOTOpbIe
UJECHTUYHBI OMTaM NOTOKa Kitouel mpu aemudposanuu. [loteps 3Haka mudpoTekcTa NpUBEAET
K HapyLIEHUIO CHHXPOHU3ALUU MEX/1y STUMHU JABYMS IT'€HEpaToOpaMH U HEBO3MOKHOCTH
pacimndpoBaHus ocTaBLIelcs YyacTH cooOueHus. OueBUIHO, YTO B 3TOM CUTyallUd OTIIPABUTEINb
U TIOJTy4YaTellb 10JKHBI IOBTOPHO CUHXPOHM30BATHLCS JUISl TPOJOIKEHHS paOOTHI.

OOBIUHO CHHXPOHU3ALM TPOU3BOANTCS BCTAaBKOH B IepeiaBaeMoe COOOIIeHue
CIELIMAJIBHBIX MapKepoB. B pe3ynbrare 3TOro NponymeHHslid Mpy Nnepefade 3Hak IPUBOJUT K
HEBEPHOMY paciIu(ppOBaHHIO JIUIB 0 TEX MOp, TOKa He Oy/eT NPUHST OJIUH U3 MapKepOB.

3aMeTHM, 4TO BBINOJIHATHCSA CHHXPOHM3ALUs J0JDKHA TaK, YTOOBI HM OJIHA YacTh [TOTOKA
KJIoueit He Oblia moBTopeHa. [ToaTomMy nepeBouTh reHeparop B 06oJiee paHHEE COCTOSHUE HE
HMEET CMBICTIA.

[Tnrocer CIIL:

O oTcyTcTBHE 3 PeKTa pacnpoCcTpaHEeHUs OMHNOOK (TOJIBKO UCKaKEHHBINA OUT OyneT
pacimugpoBaH HEBEPHO);



O MPEJOXPAHSIOT OT JIFOOBIX BCTABOK U yIaJCHUN MH(PPOTEKCTa, TaK KaK OHU
MPUBEYT K MOTEPe CHHXPOHHU3ALNU B OYAyT OOHAPYKEHBI.

Munycer CITI:

0 YSA3BUMBI K U3MEHEHHUIO OTJEIBHBIX OUT MH(pPOBaHHOTO TeKcTa. Eciu
37IOYMBIIIJICHHUKY U3BECTEH OTKPBITHIA TEKCT, OH MOXET U3MEHUTh 3TH OUTHI TaK, YTOOBI OHU
pacmugppoBBIBAIICH, KaK €My HAJIO.

2. CaMOCHHXPOHU3UPYIOIIUECS TIOTOYHBIE IH(PHI

Ompenenenue:

CaMOCHHXPOHU3UPYIOIIKECS TOTOYHBIE MU(PHI (ACHHXPOHHBIE MOTOYHBIC MU (P
(AIIL)) — mudpel, B KOTOPBIX HOTOK KIFOYEH co3maéres QyHKIUeH Kioda U GUKCHPOBAHHOTO
YHCIia 3HAKOB MU(poTeKCTa.

Wrak, BHyTpeHHEe COCTOSIHME FeHepaTopa MOTOKa KIItoueH sBJsSeTcs] GyHKIUEn
npenpiaymux N outos mudporekcra. [loatomy pacumdpyromnuii renepatop nNoToka Kioyei,
npuHsIB N OUTOB, aBBTOMAaTHUECKU CUHXPOHU3UPYETCS C MIU(P YIOLUM T€HEPATOPOM.

Peanu3anus 3Toro pexxuma npouCcXoUT CIEIYIOIIUM 00pa3oM: Kax10€ cOO0IeHe
HAaYMHAETCS CIyYalHBIM 3ar0JIOBKOM JITUHOW N OUTOB; 3aroj0BOK mU(pyeTcs, nepeaaércs u
paciudpoBsiBaeTcs; paciin@poBKa SBISETCS HEMIPaBMWIbHOM, 3aT0O nocie 3Tux N OuT 06a
reHepaTopa Oy1yT CHHXpOHU3UPOBAHBI.

[Lmrocer ATTII:

. Pa3memnBanue CTaTUCTUKU OTKPBITOTO TeKCTa. Tak Kak KaX bl 3HaK OTKPBHITOTO
TEKCTa BIUSET Ha CIENYIOMNN IUPPOTEKCT, CTATUCTHUECKHE CBOICTBA OTKPBITOTO TEKCTA
pacrmpocTpaHsroTcst Ha Bech mudpotekct. CnengosarensHo, AITII moxeT ObITh Gotee
YCTOMYMBBIM K aTakaM Ha OCHOBE M30BITOYHOCTH OTKpBITOro TekcTa, uem CIILLI.

Munycsr AITII:

0 pacrpocTpaHeHHe OIIMOKH (KaXA0MY HEPaBMIbHOMY OUTY MU(POTEKCTA
COOTBETCTBYIOT N OIIHOOK B OTKPHITOM TEKCTE);

l YYBCTBUTEIBHBI K BCKPBITUIO TOBTOPHOM NIepeaayveii.

OcHOBHbBIE OTIANYHUS TOTOYHBIX MUGPOB OT OIOYHBIX

BonbmMHCTBO CylIeCTBYIOMMX MIU(PPOB C CEKPETHBIM KIIFOUOM OJHO3HAYHO MOTYT OBITh
OTHECEHBI TN00 K MOTOYHBIM, TU00 K 6110uHbIM mudppam. Ho Teopetnyeckas rpaHuiia MeKIy
HUMHU SIBJISIETCS IOBOJILHO pa3MbIToi. Hanpumep, MCHONIB3YIOTCS alrOpUTMBbI OJI0YHOTO
mudpoBaHus B pexxuMe oTouHoro mudpoBanus (nmpumep: A anroputma DES pexxumsr CFB
u OFB). PaccMOTpuM OCHOBHBIE pa3nyus MKy TOTOYHBIMHU U OJIOYHBIMU IIK(pamMu He
TOJIBKO B aCIEKTax UX 0€30MacHOCTU U YA0OCTBa, HO M C TOUKH 3PEHUS MX U3YUYEHHUS B MUPE:

. BYKHEHIIIMM JJOCTOMHCTBOM MOTOYHBIX MIU(POB niepe]] OJI0YHBIMHU SBIISIETCS
BBICOKAsI CKOPOCTh MIN(POBAHUS, COU3MEPUMAs CO CKOPOCTHIO MOCTYIJICHUS BXOTHOM
nH(pOpMaLIUK; TOITOMY, OOecrieunBaeTcs MHU(poBaHKe MPAKTUYECKH B pEaIbHOM MaciTade
BpEMEHH BHE 3aBUCUMOCTHU OT 00beMa U pa3psAHOCTH MOTOKA MpeoOpa3yeMbIX JaHHBIX.

. B CHHXPOHHBIX MMOTOYHBIX MK(dpax (B OTIUYME OT OIOYHBIX) OTCYTCTBYET 3 ekt
Pa3sMHOXEHHS OIIMOO0K, TO €CTh YUCIIO HCKAKEHHBIX 2JIEMEHTOB B paclIM(ppoBaHHOM
MOCJIEI0BATEIbHOCTH PABHO YMCITy UCKQ)KEHHBIX 3JIEMEHTOB 3alIM(POBaHHOM
MOCIIeI0BATEIbHOCTH, IPUIIE/IIEH U3 KaHaja CBS3H.

. CTPYKTYpa MOTOYHOTO KJIF0Ya MOXKET UMETh YA3BUMbBIE MECTA, KOTOPBIE TAI0T
BO3MO’KHOCTh KPUIITOAHAIUTUKY MOJTYYUTh JONOIHUTENBHYIO HH(POPMAIIHIO O KIItoYe
(HampuMep, MpH MaJIOM MEePHOJIE KITF0Ua KPUNTOAHAIUTUK MOKET UCIIOJIb30BaTh HAallJICHHbBIE
YaCTH MOTOYHOTO KIfoYa JUIs Jetn(poBaHHs MOCIETYIONIET0 3aKPhITOTO TEKCTA).



. [T B otiimume ot BII wacTo MoryT OBITH aTaKOBAHBI ITPU MOMOIIU JIMHEHHOM
anreOpbl (Tak Kak BBIXOJIbI OTJCIBHBIX PETUCTPOB CABUTA ¢ 0OPATHON JIMHEHHOH CBSI3BIO MOTYT
MUMETh KOppessnuio ¢ raMmoit). Taxoke ais B3joMa MOTOYHBIX MK(POB BEChMa YCHEIIHO
MpUMEHsETCS JTMHEHHBIN 1 qudepeHInanbHbIi aHaTu3.

Teneps 0 MOJIOKEHUU B MUpE:

. B OOJIBIIMHCTBE PA0OT MO aHAIHM3Y U B3JIOMY OJIOYHBIX MH(POB
paccMaTpuBaroTCs alroOpUTMbI K(POBaHUs, OCHOBaHHbIE Ha crangapre DES; nis notounbix
e MUQPOB HET BBIACICHHOTO HANIPABICHHUS N3ydeHHsI; MeTo 16l B3nioMa I1111 Becbma
pa3zHooOpa3HblL.

. JUTsl TOTOYHBIX MIU(GPOB YCTAaHOBJICH HAOOP TpeOOBaHUM, SBIISIOIIUXCS
KpUTEPUIMH HAAEKHOCTH (OOJIbIINE IEPUOABI BBIXOIHBIX MOCIEA0BATENBHOCTEH, TOCTYIATHI
I'onom6a, HenuHeHoCTh); U1t B Takux 4€TKUX KpUTEpPHUEB HET.

. HCCIIEIOBAaHUEM U pa3pabOTKOM MOTOYHBIX IIU(POB B OCHOBHOM 3aHUMAIOTCS
eBpoIelickie KpunTorpaguueckrue HEHTPbl, OJIOYHBIX — aMEpUKaHCKHE.

. HCCIIeIOBAaHUE MMOTOYHBIX MHU(POB MPOUCXOIUT OoJiee AMHAMUYHO, YEM
OJIOUHBIX; B MOCJIEJHEE BpeMs HE ObLIO ClIeIaHO HUKAKKUX 3aMETHBIX OTKpBITUH B chepe DES-
QJIITOPUTMOB, B TO BpeMs KaK B 00JIaCTH NOTOYHBIX MIH(PPOB CIYUYUIOCh MHOYKECTBO YCIIEXOB U
HeyJad (HEKOTOpbIe CXeMbl, Ka3aBIINecs: CTOMKUMU, IPU JaJIbHEHIIIEM HCCIIeIOBaHUH HE
OTIpaBAANIA HAJEXK T U300peTaTeei).

1. 6 Jlekmmst Ne 9-10 ( 4 gaca).

Tema: «udpst DES, pexumser padotsl DES, AES, TOCT 28147-89»

1.6.1 Bonpocel nekiuu:

1. HIudper DES.

2. Pexumbl paboThI UG POB.

1.6.2 Kparkoe conep:xaHue BOIPOCOB:

1. HIudper DES

O6mas crpykrypa DES npencraBnena Ha puc. 6.1. [Ipornecc mmdpoBanus kaxaoro 64-
OUTOBOTO OJI0KA UCXOHBIX JAHHBIX MOKHO Pa3J/IeIUTh HA TPH JTalla:

1. HayaJbHas IMOAr0TOBKAa OJIOKA JaHHBIX;
2. 16 paynnoB "oCHOBHOIO HUKJA";
3. KOHEYHast 00paboTKa OJI0Ka TaHHBIX.

Ha mepBoMm 3Tane BHINOTHIETCS HaYalbHAs MIEPEeCTaHOBKA 64-0MTHOTO MCXOAHOTO OJI0Ka
TEKCTa, BO BPEMsI KOTOPOW OUTHI OIPE/ICIEHHBIM 00pa3oM NepeyInopsJ0YHBaIOTCA.

Ha cnenyromieM (0cHOBHOM) dTare OJIOK JEIUTCS Ha JIBE YacTu (BETBH) 1o 32 Outa
kaxnas. [IpaBas BeTBb mpeoOpasyeTcs ¢ UCIOIb30BaHNEM HEKOTOpoil (pyHKIMHU F n
COOTBETCTBYIOIIETO YaCTUYHOTO KJIF0Ya, MOJTY4aeMOT0 U3 OCHOBHOTO KIII0Ya MIA(POBAHUS 110
CIeLMAIbHOMY aJITOPUTMY IpeoOpa3oBaHus Kiroueil. 3aTeM Npou3BOaUTCS OOMEH JaHHBIMU
MEX]ly JIeBOM M MpaBoil BeTBsIMU OJ10Ka. DTO OBTOpsieTcs B LuKie 16 pas.

Haxkowner, Ha TpeTbeM 3Tare BbINOJIHACTCS IEPECTAHOBKA PE3ysIbTaTa, MOJy4YeHHOTO
Mocyie MIeCTHAALATH IaroB OCHOBHOTO IIUKJIA. DTanepecTaHOBKa 0OpaTHa HauyaJIbHOU
NepeCTaHOBKe.

puc. 6.1

2. Pexxumsbl pa®oThI IIN(POB.

Pexum mm@poBaHus — METOJI IpUMEHEHUs 0J104HOro mudpa (anropurma),
MO3BOJISIOMINN IPeoOpa30BaTh MOCIEA0BATEILHOCTh OJOKOB OTKPBITHIX JAHHBIX B



MOCIIEIOBATEIBHOCTH OJIOKOB 3alIM(PPOBAaHHBIX NaHHBIX. [Ipu 3TOM U1 I poBaHUst OJHOTO
0J10Ka MOTYT MCIIOJIb30BATHCS TAHHBIE IPYroro OJIOKA.

OObIYHO peKUMBI U(POBAHUS UCTIONB3YIOTCS I H3MEHEHUS Tpoliecca Mu(ppoBaHUs
TaK, YTOOBI Pe3ylbTaT MUPPOBAHUS KAKIOTO 0I0Ka OBLT YHUKAIBHBIM BHE 3aBHCHMOCTH OT
mUpPyeMBbIX TAaHHBIX ¥ HE IMO3BOJISIT CACTATh KaKUe-TH00 BBIBOJBI 00 UX CTPYKType. ITO
00yCIIOBIICHO, TIPEKIE BCETO, TeM, YTO O04HbIe mHdpHl MUGPYIOT TaHHBIE OJIOKaMu
(UKCHPOBAHHOTO pa3Mepa, U MOITOMY CYHIECTBYET MOTEHIIMATbHAS BO3MOKHOCTD YTEUKH
nH(GOpPMAIIUK O TTOBTOPSIOUIMXCS YaCTAX JaHHBIX, IU(PYEMbIX Ha OJHOM U TOM K€ KIT0Ue.

[Tpumenenue 6ouHOTO MMdpa I HYXK]T TPAKTUIECKOTO KOIUPOBAHUS HHPOPMALIUT
BO3MOJKHO B OJTHOM M3 YETHIPEX OCHOBHBIX PEXXUMOB mH(ppoBanus (puc. 6.2):

1. pexum 3exkTpoHHOM kogoBoi kHurH (Electronic Code Book, ECB);

2. pexum cuerieHus 6iokoB mudpa (Cipher Block Changing, CBC);

3. pexuM obpatHo cBs3u o mudporekcty (Electronic Feedback, CFB);
4. pexuM obpatHO# cBs3u 1o Beixoy (Output Feedback, OFB).

puc.6.2

1. 7 Jlexums Nell ( 2 gaca).

Tema: «Ilotounsie mmdpsrr: PCIIOC, RC4, mudp Pona.»
1.7.1 Bonpochl neKiuu:

1. Xapakrepuctuka mudpoB.

2. Pexumbl paboThI UG POB.

1.7.2 Kparkoe conep:kaHue BOIPOCOB:

1. Xapakrepucruka mudpoB. Pexxumbl padboThl mudpos.

BonbIIMHCTBO pealibHBIX MOTOYHBIX MU(POB OCHOBAHO HA PErHCTPaxX CABUIa ¢ 0OpaTHOM
CBs3b10. PerucTp ciBura npuMeHsIOT JUlsl FeHepalyu KIF0UeBOH rocie1oBaTeaIbHOCTUH. Peructp
cBUra ¢ oOpaTHOM CBSI3bI0 COCTOUT M3 JIBYX YacCTEH: perucTpa cBura u pyHKuuu oOpaTHOM
CBSI3H.

Peructp casura npezacrasisier co6oit nocienoBatenbHocTh OuTOB. (KomnuectBo OuToB
olpenensercs JUIMHOM cABUroBoro perucrpa. Eciau 1uyimHa paBHa n 6MTaM, TO perucTp
Ha3bIBaeTCs N-OUTOBBIM PErUCTPOM cABMra.) Beskuil pas, korja HyKHO U3BJIeYb OUT, Bce OUTHI
perucTpa cliBura cABUraroTcs BrpaBo Ha 1 nmo3unuro. HoBblil kpaiiHuii J1eBbIil OUT sBIIsSETCS
(GyHKLHEH BceX OCTaTbHBIX OMTOB PErHCTPA.

Ha BbIXOJ€ peructpa okaspIBaeTcsi OJUH, OOBIYHO MJIaALINKM 3Hadamuil 6ut. Ilepuogom
perucrpa Ha3blBaeTCs JJIMHA MOJIy4aeMOM NIOCIEN0BATEIBHOCTH 10 Hayalla €€ TIOBTOPEHUS.

[IpocTeiimmm BUOM perucTpa caBura ¢ 00paTHON CBSI3bIO SABJISIETCS PETUCTP CABMIaA C
nuHelHoi oOpatHo# cBs3bto (PCJIOC). O6partHas cBs3b npenctasiseT coboit XOR HekoTophIx
OWUTOB PErucTpa; 3TU OUTHI HA3bIBAIOTCAOTBOAHOM MOCIEI0BATEIBHOCTHIO.

PCJIOC (n-GUTOBBII) MOXKET HAXOAUTHCS B OTHOM U3 2n—1 BHYTPEHHUX COCTOSIHUNA. DTO
03HAYaeT, YTO TEOPETUYECKU TAKOW PETUCTP MOKET T€HEPUPOBATh IICEBIOCIIyYaiHYIO
MIOCIIEIOBATEIBHOCTD ¢ TIepruo oM 2n—1 6uToB. (HUcIo BHYTPEHHUX COCTOSIHUN U TIEPUOJT PABHBI
2n—1, noromy uto 3anongHenue PCJIOC HynsiMu IpUBEAET K TOMY, YTO CABUTOBBII pETHCTP



OyzIeT BbIJaBaTh OECKOHEYHYIO TOCTIEI0BATEIHbHOCTh HYJICH, 4YTO aOCOFOTHO OECIOIe3HO. )
Tosnbko npu onpeieIeHHBIX 0TBOAHBIX nocnenaoBarenbHocTax PCJIOC nukinyecku npoiaer
yepes Bce 2n—1 BHyTpeHHuX coctosiHui. Takue PCJIOC nMeroT MakcUMabHBIM IEPUOJ.
[omyuynBmIniics: pe3yabTaT Ha3bIBaeTCsl M-TIOCIEI0BATEIbHOCTHIO. JIJ1s1 TOrO YTOObI
koHKpeTHbI PCJIOC nMen MakCUMalIbHBIHN I€PUOJ], MHOTOWIEH, ACCOLMUPOBAHHBIN C
OTBOJIHOM TMOCJIEI0OBATEIBLHOCTHIO, JOKEH OBITh MPUMHUTHUBHBIM IO MOJYJIIO 2 — TO €CTh HE
packiapIBaThCs Ha MPOU3BEACHUE JBOMUYHBIX MHOIOUJIEHOB MEHBIIIEH CTEIEHHU.

Hanpumep, mHorounen x32 + x7 + x5 + x3 + x2 + x + 1 npuMUTUBEH IO MOAYIIIO 2.
PaccmoTpum sToT MHOTOwIeH B TepMuHax PCJIOC ¢ makcumaiibHbIM niepuoioM. CTerneHb
MHorowieHa 3aaaet anuHy PCJIOC. CBo6oAHbIN WieH MHOTOWIEHA BCerja paBeH 1, u ero
MOXHO OnycTuTh. CTeneHu (GopmManbHON MEepeMEHHON MHOTOWICHA, 3a UCKITFoYeHueM -1,
3aJ1al0T OTBOJIHYIO MTOCJIEIOBATENBHOCTD, OTCUUTHIBAEMYIO OT JIEBOTO Kpasi CABUTOBOTO
peructpa. To ecTh 4ieHbl MHOTOYJIEHA C MEHBIIEH CTENEHbI0 COOTBETCTBYIOT MO3UIUSM,
PacIoJIOKEHHBIM OJIMIKE K PaBOMY Kparo peructpa. Toraa mms B3sToro 32-0UTOBOTO
C/IBUTOBOTO PErucTpa HOBbII OUT reHepupyercs ¢ nomoiibio XOR Tpuamars BToporo,
CeABMOTO, TSITOTO, TPETHET0, BTOPOTO | mnepBoro 0utos; nosydaromuiicss PCJIOC 6ynet umersb
MAaKCUMAaJIbHYIO JUIMHY, UKINYECKN ITPOXO s A0 MOBTOPEHMS Uepe3 232—1 pa3nmuuHbIX
3HA4YEHMI.

Camu o cebe PCJIOC sBasitoTCS XOPOLIMMHU F'€HEpaTOpaMu ICEBI0CITyUYalHbIX
MOCJIEIOBATEIbHOCTEN, HO OHU 00J1a/1al0T HEKOTOPHIMU HEXKeNIaTeIbHBIMU HECTyYalHbIMU
ceoiictBamu. [Lnst PCJIOC muHbBI n BHYTpEHHEE COCTOSIHUE MPEACTaBIseT co00i npeabIayIre
N BBIXOJHBIX OMTOB renepatopa. Jlaxke eciam cxema 0OpaTHOM CBSI3U XPAHUTCS B CEKPETE, OHA
MOJKET OBITh OTpeziesieHa 10 2N BBIXOIHBIM OUTaM reHepaTopa ¢ MOMOIIBIO aJropuT™Ma
bepnexsammna-Maccn.

Kpowme Toro, Gosbiine ciy4aiiHbie 4rciia, TeHEpUpPYEMbIE ¢ UCMOJIb30BAHUEM UTYITNX
noApsa OUT 3TOM MOCIEeI0BATEIbHOCTH, CUIIBHO KOPPEIUPOBAHBI U JISI HEKOTOPBIX THIIOB
MPUJIOKEHUI BOBCE HE SBJISIIOTCS ciydaiHbiMu. HecmoTtpst Ha 310, PCJIOC bwacTo ucnonas3yrorcs
pH pazpaboTKe aAIrOPUTMOB U (POBAHUS.

RC4 — 510 nmotouHsIii mu@dp ¢ NepeMEeHHBIM pa3MepoM Kitoua, pa3padoTaHHbIi B 1987
r. PuBectom (R. Rivest) mns RSA Data Security, Inc. Anroputm padotaet B pexkume OFB:
MMOTOK KJIFOUEH HE 3aBUCHUT OT OTKPHITOTO TekcTa. Mcmons3yercs S-010k pazmepom 8x8: SO, S1,
S2, ..., S255. DneMeHTHI PEACTaBISIOT cO00# epecTaHoBKY uucen oT 0 g0 255, a
nepecTaHoBKa ABJseTCS GYHKIMEH KITtoYa epeMeHHON JUTHHbBL. B anroputMe npuMeHsI0TCS ABa
CUETYHKA, 1 U j, C HYJICBBIMU HAYallbHBIMU 3HaUEHUSAMU. /{715 reHepanuu ciydyaiiHoro Oaiita
BBITIOJIHSFOTCS CIEAYIOIINE BBIUNCICHUS:

. i =(i+ 1) mod 256;

. j = (j + Si) mod 256.

. ITomensats mectamu Siu Sj.
. t = (Si + Sj) mod 256;

. K= St

K ucnons3yercs B oneparpit XOR ¢ OTKpBITBIM TEKCTOM JUIS TTIOJTYYEeHUS MU(PPOTEKCTa
win B onepanuyd XOR ¢ mudporekcToM i nonydeHus: oTKpeIToro Tekcta. [ludposanue
BhITIONHsIETCS puMepHO B 10 pa3 OvicTpee, uem B DES. Takke HecnokHa U MHUIMATU3AUS S-
6noka. CHavazna S-6Jok 3anonHsercs no npasuiy: S0 =0, S1 =1, ..., S255 = 255. [locne sToro
kitoy 3anuckiBaercsa B MaccuB: KO,K1, ..., K255. 3arem npu HauanpHOM 3HaYeHH j = () B IIUKIIE
BBITIOJTHSIOTCS CJIEAYIOIINE BIUUCICHUS:



. fori=0to 255do j = (j + Si + Ki) mod 256

. [Tomenste mectamu Siu Sj.

Komnanus RSA Data Security, Inc. yrBepxaaer, 4To alropuT™ yCTOMYHUB K
middepeHnnanbHOMY ¥ TUHEHHOMY KPUIITOAHAJIN3Y U YTO OH B BHICOKOI CTETNIEHN HETMHEEH. S-
OJI0K MEUIEHHO U3MEHSETCS IIPY MCIIOJIb30BAaHHUHM: 1 U j 00ECTIEUNBAIOT CIIydaifHOE N3MEHEHHE
Kax10r0 meMeHTa. RC4 BXoAUT B 1€CATKH KOMMEPUYECKUX MPOIyKTOB, BKItouas Lotus Notes,
AOCE kommanuu Apple Computer u Oracle Secure SQL. DTOT alrOpuT™ TaKKe SBISETCS
qacThio cienupukanuy cragaapra CoroBoit nuppoBoii nakeTHoi nepenaun nanasix CDPD
(Cellular Digital Packet Data).

1. 8 Jlexkrmst Ne 12-13 (4 gaca).

Tema: «Pacnipenenenue KIro4Yen.»

1.8.1 Bonpocel nekiuu:

1. Cxema oOMeHa KITFOYaMH.

2. OcHOBHBIE CXEMbI OOMEHA KITFOUaMH.

1.8.2 Kparkoe conep:xaHue BOIPOCOB:

1. Cxema oOMeHa KIIFOYaMH.

Pacnpenenenue kiro4eit - caMblii OTBETCTBEHHBIN MPOLIECC B YIPABICHUH Kitouamu. K
HEMY MPEABSABIAIOTCA CeNyIolIe TpeOOBaHuUS:

. OTIEpPaTUBHOCTb U TOYHOCTh paclpeaeIcHus;

. CKPBITHOCTh paclpeaeisieMbIX Kiltouel. Pactipenenenue kitouen Mexmay
MOJIb30BaTEISIMU KOMIBIOTEPHOM CETH peaan3yercs IByMsl Crioco0amMu:

1. Hcnonb30BaHrEeM OJTHOTO WIIM HECKOJIBKUX LIEHTPOB PaCHpeeIeHUs KITI0Ueil;

2. [IpsiMmbIM 0OMEHOM CEaHCOBBIMH KIIFOUAMU MEK]TY MOJIb30BATEISIMHU CETH.

HepnocraTok nepBoro nojaxoja COCTOUT B TOM, YTO LIEHTPY pacIipeieieH s Kirouen
M3BECTHO, KOMY M KaKue KII4M pacripeesieHbl, U 3TO MO3BOJIAET YUTATh BCE COOOIIEHUS,
nepenaBaeMble 1o ceTu. Bo3MoXkHbIE 3710yMOTpeOIeHNs CYIIECTBEHHO BIUAIOT Ha 3amuty. [Ipu
BTOPOM MOJX0€ Mpo0IeMa COCTOUT B TOM, YTOOBI HaJIE)KHO yJOCTOBEPUTH MOAJTMHHOCTD
cyOBbeKkTOB ceTu. B 060ux cimydasx pomkHa ObITh 0OecrieueHa MoUTMHHOCTh CeaHca CBA3H. JTO
MO>KHO OCYILIECTBUTH, UCIOJIb3YS MEXaHU3M 3allpOCa-0TBETa UM MEXaHU3M OTMETKH BPEMEHHU.

MexaHu3M 3ampoca-oTBeTa 3akitoyaercs B cieayromnieM. [lonp3oBaTens A BKIIIOYAET B
nocklIaeMoe coodIeHue (3ampoc) Ass mojib3oBarens B HenpeackazyeMblil aieMeHT (Harpumep,
ciydaifnoe uncio). [Ipu oTBeTe mosp3oBaTenb B T0MKEeH BBHIIOJHUTH HEKOTOPYIO OTIEPAIUIO C
3TUM 3JIEMEHTOM (Hampumep, 100aBUTh €JMHHUILY), YTO HEBO3MOXKHO OCYIIECTBUTH 3apaHee,
IIOCKOJIBKY HEM3BECTHO, KAKOE CIIydailHOE YMCII0 NpuIeT B 3anpoce. [locie nomyuenus
pe3ynbTaTta IeidcTBUI Mofb30BaTens B (0TBET) monp30Bareib A MOXKET OBITh YBEPEH, UTO CEAHC
SIBJISIETCS TIOITTHHHBIM.

MexaHu3M OTMETKH BPEMEHH MPEATNoaraeT (pUuKcaiuio BpeMeHH sl KaKJI0TO
COOOLIeHNS. DTO MO3BOJISET KAXKJIOMY CYyOBEKTY CETH OTPeIeNINTh, HACKOJIBLKO CTapo
IpuLIeniee cooOeHne, U OTBEPTHYTh €ro, €CIIU MOSBUTCS COMHEHHUE B €ro NOUIMHHOCTH. [1pn
WCIOJIb30BAHUU OTMETOK BPEMEHH HEOOXO0IUMO YCTAaHOBUTH JOMYCTUMBIN BpEMEHHOUW HHTEpBAI



3a7epKKH. B 000X cirydasix st 3aIUThI SJIEMEHTa KOHTPOJISI HCHOJIB3YIOT MK (poBaHue,
I-ITO6I:I 6bITb yBepeHHbIM, YTO OTBECT OTHpaBJIeH HEC 3J10yMBIIJ_UIeHHI/IKOM 1 HC UIBMCHCH IIITCMIICIIb
OTMCTKHU BpeMeHI/I.

3amaua pacrnpeaeacHus KIYeld CBOIUTCS K MOCTPOCHHUIO MPOTOKOJIA PacIpeIe/ICHHUS
KIJIFOYCH, 00SCIIeUNBAIOIIETO:

. B3aMMHOE NOJITBEP K ICHUE MOJJIMHHOCTH YJaCTHUKOB CEaHCa;
. MOJATBEPXKAECHUE JOCTOBEPHOCTH C€aHCa MEXaHU3MOM 3aIlpoca OTBETa WU
OTMETKH BPEMEHU;
. WCIOJH30BAaHNE MHHUMAIIBHOTO YHCIIa COOOLICHH IPU OOMEHE KITI0UaMHu;
. BO3MOKHOCTb MCKIIIOYEHUS 3710yNOTPEOICHUH CO CTOPOHBI LIEHTPa

pacrpeeneHus KIro4en (BIUIOTh 0 0TKa3a OT HEro).

B ocHOBy pemienus 3agaun pacnpeneseHus KIoueu 1eecooopa3Ho MOJI0KUTh TPUHITUT
OTACJICHHUA MPOUCAYPHhI IMTOATBCPKACHUA IMOJJIIMHHOCTHU MAPTHEPOB OT NPOUCAYPhI COOCTBEHHO
pacrnpenenenus Kiroden. Llenb Takoro moaxo1a COCTOUT B CO3/IaHUU METO/Ia, TP KOTOPOM
MI0CJI€ YCTAHOBJICHUS MOJTMHHOCTH YYaCTHUKU caMU (DOPMUPYIOT CEaHCOBBIN KIIH0Y 0€3 ydacTHs
LIEHTpa PACTIPEIEICHHS KITI0UeH ¢ TEM, YTOOBI pacpeIeIUTENb KII0Yel HE UMET BO3MOYKHOCTH
BBISIBUTH COJIEPKaHUE COOOIICHHIA.

2. OcHOBHBIE CXeMbI 0OMEHA KITFOUaMH.

[lepenaua kiroua O OTKPBITHIM KaHajlaM ObLTa 00JIbIION Mpobaemoii kpuntorpaduu 20
Beka. Ho a1y mpo0iemy ynanock pemuTs nocie nosisjaeHus anropurma Juddu-Xenamana.
JIaHHBII AJITOPUTM MTO3BOJIMII JaTh OTBET Ha IJIaBHBIM BOTIPOC:

«Kak npu oomeHe 3amudpoBaHHBIMYU TIOCIAHUSIMH YUTH OT HEOOXO0TUMOCTH TIepeIadn
CEKPETHOT0 KoJia paciin(poBKHU, KOTOPBIH, KaK MPABUIIO, HE MEHBIIIE CAMOTO MOCIaHUA?)
OTtkpheITOC pactpocTpanenue kimouen uddu-Xenmmana mo3osser mape nojb3oBarenei
CUCTEMBbI BbIpadOTaTh OOMIMIA CEKPETHBIN K04, HE 0OMEHUBASICh CEKPETHBIMU JJAHHBIMHU.

- (Diffie-Hellman, DH) — kpunrorpaduyeckuii mpoTOKOJL,
MO3BOJISIFOIIMIA IBYM U 00Jiee CTOPOHAM MOJIY4YUTh OOILIUIT CEKPETHBIN KITF0Y, UCTIOIb3Ys
HE3aIUIICHHBIN OT MPOCIyIIUBaHUs KaHal CBS3U. [1oydeHHBIN KITI0Y UCHIONB3YeTCs IS
mudpoBaHus AabHENIIero 0OMeHa ¢ TOMOIIBIO AITOPUTMOB CUMMETPUYHOTO HIN(PPOBAHUS.

CxeMa OTKpBITOTO pachpeieieHus Kirouen, npepioxenHas dubdu n XemimaHoMm,
MIPOM3BEJIa HACTOSIIYIO PEBOJIIOLINIO B MUpE MHU(POBaHUs, TaK KAK CHUMaJla OCHOBHYIO
npo0ieMy Kinaccudeckoil kpunrorpadpuu — npoodiaemMy pacrpeaesaeHus KIIouen.

B uuctom Bune anroput™ Juddu-Xemnmana ys3Bum i1 MoIU(DUKALIMKA JaHHBIX B
KaHaJie CBSI3U, B TOM YHCIIE 7S aTaku «YeJIoBeK MmocepeinHey, IOITOMY CXEMBI C €ro
UCII0JIb30BAHUEM MTPUMEHSIOT JIOTIOJTHUTEIbHBIE METO bl OJHOCTOPOHHEH WJIN IBYCTOPOHHEH
ayTeHTU(UKALUH.

OcHoBBI KpunTOrpaduu ¢ OTKPHITHIMU KITFOYaMU ObUTH BBIABUHYTHL YuThuiaom duddu
(Whitfield Diffie) u Maptunom Xemnmanom (Martin Hellman), a Takyke HE3aBUCHMO OT HHUX
Pansdom Mepxiiom (Ralph Merkle). x Bkiiagom B kpuntorpaguto 0610 yoexaeHue, yTo
KITFOYM MOYKHO HCIIOJIB30BaTh MapaMu — KITI0Y 3alIM(PpOBAHUS U KO paciin(poBaHUus— MPU
YCIIOBUH, UYTO UCKIIIOYAETCSA BO3MOXKHOCTb ONPEAEICHHS COAEPKUMOTO KIItoUa JJIs
pacinpoBaHUs UCXOAS U3 COJAEPKUMOTO OTKPBITO MepelaBaeMoro Kiroua s 3aiuppoBaHmsl.
Juddu n Xemnman BrepBble MPeICTaBUIN ATy U0 Ha HallMoHanbHONH KOMIIBIOTEPHOI
koH(pepenuu 1976 rona, a yepe3 HECKOJIbKO MecAIeB Obliia OMyOIMKOBaHA HX



ocHoBornonaratomias padora «New Directions in Cryptography» («HoBsie HanpaBieHus B
KPHUITOTpapum»)

1. 9 Jlexuus Ne 14 ( 2 yaca).

Tema: «O6mas cxema QyHKIIMOHUPOBAHHS CUCTEM C OTKPBITBIMH KIIFOYaMH.»
1.9.1 Bompocsl Jiekiuu:

1. [ToHsITHE OTKPBITOrO KIIIOYA.

2. Cxema GyHKIIMOHUPOBAHUS CUCTEM C OTKPBITHIM KITFOUOM.

1.9.2 Kpatkoe coniep>kaHue BOTIPOCOB:

1. [ToHsITHE OTKPBITOrO KIIIOYA.

Kittou 310 cexperHas nHdopmanus, UCHoab3yeMas KpUnrorpadpuyeckum aaropuTMoM
npu mudpoBaHun/pacinGpoBKe cooOIIEHUH, TOCTAHOBKE U TPOBEpKe U(POBOIT MOIIHUCH,
BbIuKcieHuu koj1oB ayreHTuyHocTd (MAC). [Ipu ncnonb30BaHUM OJHOTO M TOTO )K€ alIropuT™Ma
pe3ynbTaT MU(pPoBaHUS 3aBUCUT OT KJIto4a. [|Jisi COBpeMEHHBIX alrOPUTMOB CHIIbHOM
KpunTorpaguu yrpaTta KJIroda IpUBOJUT K IPAKTHYECKON HEBO3MOYKHOCTH pacIndpoBaTh
nH(pOpMaLHUIO.

Cornacno npuniumy Kepxroddca, Hané&xHOCTh KpunTOorpadudecKoi CUCTEMBI TOJDKHA
OTIPEENATHCS COKPBITHEM CEKPETHBIX KITI0Uel, HO HE COKPBITHEM HCIIOIb3YEMBIX AITOPUTMOB
WIHA UX 0COOEHHOCTEH.

OTKpBITHIN KITIOY — KJTI0Y, KOTOPBIM MOXKET OBITh OMMYOJIMKOBAH U HCIOIb3YeTCs s
MIPOBEPKU MOAJIMHHOCTHU MOANKUCAHHOTO JOKYMEHTA, a TAKXKE IS IPEAYIPEK ICHUS
MOUIIEHHUYECTBA CO CTOPOHBI 3aBEPSIOIIETO JIUIA B BUAE OTKa3a €ro OT NOANKMCH TOKYMEHTA.
OTKpBITHIN KJIIOY TOJMUCH BBIYUCIIAETCS, KaK 3HAUYCHHE HEKOTOPO (PYHKIIMU OT 3aKPBITOTO
KJIF0Ya, HO 3HAHWE OTKPBITOrO KJIK0Ya HE TA€T BOBMOKHOCTH OINPEIEIIUTh 3aKPBITHIA KITFOU.

Wnes xpunrorpaduu ¢ OTKPHITHIM KIFOYOM OYEHb TECHO CBsI3aHa C ujeeit
OJIHOCTOPOHHUX (DYHKIUH, TO €CTh TAKUX (PYHKIIMH , YTO 1O U3BECTHOMY JOBOJILHO MIPOCTO
HaWTH 3HAYEHHUE , TOTJA KaK ONpPEACIICHUE U3 HEBO3MOIKHO 3a Pa3yMHbIN CPOK.

Ho cama ogHocTopoHHss pyHKIUs O6ecrione3Ha B IPUMEHEHUH: €10 MOXKHO 3aludpoBaTh
coob1enue, Ho pacundpoBath Henb3s. [loaToMy Kpunrorpadus ¢ OTKPHITHIM KIIOUOM
UCIIOJIb3YEeT OJJHOCTOPOHHME (PYHKIUU C Ja3erkoil. JIaseiika — 3TO HEKUi CeKpeT, KOTOPBIN
nomoraeT pacmudpoBats. To ecTh CyIIECTBYET TaAKOM , UTO 3HasT U , MOXKHO BBIYUCIUTE . K
MIpUMepy, €CJId pa300paTh Yachl HA MHOXKECTBO COCTaBHBIX YACTEH, TO OYEHb CIOKHO cOOpaTh
BHOBb paboTaromue yacbl. Ho ecnu ecth MHCTpYK1MS 10 cOOpke (J1a3eiika), TO MOXKHO JIeTKO
PEIINTD 3Ty IpodsieMy.

IToHsATH UAEU U METOIBI KPUNITOIPA(UU C OTKPBHITHIM KITFOYOM ITOMOTaeT CIEAYIOIINi
IIpUMEpP — XpaHEHHE NapoJieil B KoMmnbroTepe. Kaxaplil 0Ip30BaTENb B CETH UMEET CBOU
napoJs. [Ipu BXxoae oH yka3bIBaeT UMs ¥ BBOJUT CEKPETHBIN napois. Ho eciin XpaHUTh maposib
Ha JIUCKE KOMITBIOTEPA, TO KTO-HUOY/Ib €r0 MOKET CUMTATh (OCOOEHHO JIETKO 3TO C/eaTh
aJIMUHUCTPATOPY 3TOr0 KOMIIbIOTEPA) U MOJIYYUTh JJOCTYII K CeKpeTHOW nHpopmanuu. /s
peleHus 3a/1a4l UCTIOJIb3YeTCsl OTHOCTOPOHHSAs (yHKIMS. [Ipy co31aHNN CEKPETHOTo MapoJis B
KOMIBIOTEPE COXPAHSAETCS HE CaM MapoJib, a pe3ybTaT BEIYUCICHHUS (PYHKIIUU OT 3TOTO MapoJIs
U UMEHHM noJjb3oBaTels. Hanpumep, nosp3oBarens Anuca npuaymMana napoiis «l maguoiycy.



[Tpu coxpaneHnH ATUX JaHHBIX BeruuciseTcs pe3ynbrat pynkiun (AJIMCA TJTIAANOJIYC),
nycTh pe3yabTarom Oynet crpoka POMAIIKA, koTopas u OyaeTr coxpaHeHa B CUCTEME.

Korna Annca BBOJUT «CEKPETHBII» AapOjib, KOMIIBIOTEP MPOBEPSIET, AAET UM HET
¢ynkuus, npumensiemast K AJIMCA TJIAJJUOJIY C, npaBunbHslii pe3ynsrat POMAIIKA,
XpaHsIIUICcsS Ha AUCKe KoMIbioTepa. CTOUT U3MEHUTH XOTs Obl OJJHY OyKBY B UMEHH WU B
napoJe, ¥ pe3ynbrar GyHKUUU OyAeT coOBepLIEHHO ApyruM. « CEKpeTHbIIN» aposib HE XPaHUTCS
B KOMITIbIOTEpE HU B KakoM Bujie. Daiin maposieit MOKeT ObITh T€Nepb IPOCMOTPEH APYTrUMU
MOJIL30BATEISIMH 0€3 TIOTEPH CEKPETHOCTH, TaK KaK (DYHKIMS MPAKTUYECKH HeoOpaTumast.

2. Cxema (h)yHKIMOHHPOBAHUS CHCTEM C OTKPBITBIM KITFOUOM.

[lyctb — mpocTpaHCTBO KiIIOUEH, a M — KIJIIOUM MIM(PPOBAHUS U paciIuPppoBaHUSL
COOTBETCTBEHHO. — (PYHKIMS IIU(PPOBaHUS AJIsl IPOU3BOJIBHOIO KJIf0Ya , TaKasl YTo:

3aech ,TH€ — MPOCTPAHCTBO MHU(PPOTEKCTOB, & , TJIE — MPOCTPAHCTBO
COOOIIEHUH.

— (yHKIUSA pacmnppoBaHUs, C TOMOIIBIO KOTOPOH MOXKHO HAaUTH UCXOTHOE
coo0IeHue , 3Has IUPPOTEKCT

{: }—nabop umdpoBanus, a {: } — COOTBETCTBYIOIIUI HAOOD IS
pacmmdpoBanus. Kaxxmas mapa wMeeT CBOMCTBO: 3Has , HEBO3MOXHO PEIUThH YPaBHEHHE , TO
€CTb JUIsl IaHHOTO NMPOU3BOJILHOTO MU(POTEKCTa , HEBO3MOKHO HAWTH cooOIIeHne . JTo
3HAYUT, YTO IO JAHHOMY HEBO3MOYHO OIPEICITUTh COOTBETCTBYIOIIMHA KITFOU paciIu(pOBaHUS

SIBJISIETCS] OTHOCTOPOHHEHN QYHKITMEH, a — Ja3eHKOM.

Hwxe nmokazana cxema nepenaun nHbopManuu JuiioM A nuiy B. OHu MOTYT OBITH Kak
(bu3NyecKUMU JIUIIAMHU, TaK U OpraHu3alusaMHy U Tak aanee. Ho ams 6osee a€rkoro BocopusTus
MPUHSATO YYACTHUKOB Mepeaauu OTOKIECTBISTD C JIFOJIbMHU, Yallle BCET0 MMEHYeMbIMU AJHca U
bo6. YuacTHHKa, KOTOPBIN CTPEMHUTCS IEPEXBATUTH U PacIuPpoBaTh COOOMICHUS AJTUCHI
Bo06a, yarie Bcero Ha3piBaroT EBOM.

1. bo6 BeIOMpaer nmapy u nUIET K04 mudpoBaHus (OTKPBITHIA KITF0Y) AJTHCE TI0
OTKPBITOMY KaHaITy, a KIIF0Y paciupoBaHus (3aKpBIThINA KIIHOY) 3AIIUIIEH U CEKPEeTeH (OH HE
JIOJDKEH TepeiaBaThCs 10 OTKPHITOMY KaHATY).

2. UtoObI ocnatek coobmienue boOy, Anuca mpumenser GyHknuio mudpoBaHus,
OTPENENEHHYIO0 OTKPBITHIM KIIFOYOM : , — TOJy4EHHBIH MUPPOTEKCT.
3. bo6 pactmdpoBsiBaeT mUPOTEKCT , MPUMEHSSI 0OpaTHOE NMpeoOpa3oBaHUE ,

OJHO3HA4YHO OHpCI[CJIéHHOC 3HAa4YCHUEM .

1. 10 Jlexuus Ne 15 ( 2 gaca).

Tema: «Kpuntocucrema RSA u ee mogudukanuu. Kpuntocucrema Db Namans.
Kpunrocucrema Pabuna»

1.10.1 Bonpocs! siekuuu:

1. Kpuntocucrema RSA u ee moaudukaimm.

2. Kpunrocucrema Onb ['amans.

3. Kpunrocucrema Pabuna.

1.10.2 Kpartkoe conepskaHue BOIPOCOB:

1. Kpuntocucrema RSA u ee moaudukanuu.



RSA (ab6peBuarypa ot ¢pammnuii Rivest, Shamir u Adleman) — xpunrorpadudecknii
QJITOPUTM C OTKPBITHIM KJIFOUOM, OCHOBBIBAIOLIUICS Ha BBIYMCIUTEIBHOM CIIOKHOCTH 3a/1a41
(baxTopHu3ay OOJIBIINX HENBIX YUCE].

Kpunrocucrema RSA crana nepBoii cucteMoii, IpuroaHo# u s mudpoBaHus, U s
U(POBOH NOAMHUCH. AJTOPUTM UCHIOIB3YETCs B OOJIBIIOM YHCIIE KPUNITOrpadhUIeCKUX
npwitoxxenni, Bkimodast PGP, S/MIME, TLS/SSL, IPSEC/IKE u npyrux.

Ony6nmkoBanHas B HOsIOpe 1976 rona crates Yutdwmina Juddu n Mapruna Xemmvana
«HoBrie Hanparienust B kpuntorpadum» (anra. New Directions in Cryptography) nmepeBepHyina
IIPEJICTaBICHUE O KPUNTOTpahUUECKUX CUCTEMAX, 3aJI0KUB OCHOBBI KPUIITOTPaQUU C OTKPHITHIM
kiodoM. PaspaboTannsiii Biocienctsun anroput™ Auddu — Xennmana mo3Bosist 1ByM
CTOPOHAM TOJIYYUTh OOIIUI CEKPETHBIN KITFOY, UCIIOJIB3YS HE3aIMIICHHBINA KaHaJl CBSI3H.
OpHaKo 3TOT aIropuTM HeE peliai npobdiaemy ayreHTudukanyy. bes 10noJTHUTENbHBIX CPEICTB
10JIb30BATEIN HE MOTJIU ObITh YBEPEHbI, C KEM UIMEHHO OHU CT€HEPUPOBAIIN OOIIMI CEKpEeTHBIN
KJTIOY.

W3yuuB 31y crathlo, Tpoe yuéHbix Ponansa Pusect, Anu llamup u Jleonapn Anneman
n3 Maccauycerckoro TexHojorudeckoro uactutyra (MIT) npuctynunu k nmorckam
MaTeMaTH4eCKOW (PyHKINH, KOTOpast ObI MO3BOJISIIA PEaTU30BaTh CPOPMYITUPOBAHHYIO
Yurounnom Juddu n Maptunom XemimMaHoM MOAENTs KpUITOrpapUUecKoil CUCTEMBI ¢
OTKpBITHIM KJTt04oM. [locne pabotel Hax Gosee yem 40 BO3MOXKHBIMU BapHaHTaMU UM YAAJIOCh
HaWTH aJITOPUTM, OCHOBAHHBIM Ha PA3IMYUM B TOM, HACKOJIBKO JIETKO HaXOIUTh OOJIbLINE
MIPOCTHIE YKCIIa U HACKOJIBKO CJI0KHO PacKJIaJbIBaTh HA MHOXKHUTENU MPOU3BEICHHE JIBYX
OOJIBIITUX MPOCTHIX YHCEI, TOJYIUBIINI BriociaeacTBUU HazBaHue RSA. Cucrtema Oblia Ha3BaHa
0 TIEpBBIM OyKBaM (amMuiInii e€ co3aaresne.

B 1982 rony Pusecr, lllamup n Amyieman oprann3oBaiu kommannio RSA Data Security
(anrm.) (B HacTosmuii MomeHT — noapazzaenenune EMC). B 1989 rony RSA, BmecTe ¢
cumMmerpuuHbIM mudpom DES, ymomunaercs 8 RFC 1115, TemM caMbiM HaurHasi UCIIOJI30BAHUE
ajropuTMa B 3apoxaaronieiics cetu Internet, a B 1990 roay ncnosib30BaTh aIrOPUTM HAUUHAET
MHUHHCTEPCTBO 0060poHbl CIIIA.

2. Kpunrtocucrema Db ["amans.

Cxema Dnb-T'amans (Elgamal) — kpunTtocucrema ¢ OTKPBITBIM KJIIOYOM, OCHOBaHHasl Ha
TPYAHOCTH BBIYMCIICHHSI TUCKPETHBIX JOrapuMoB B KoHEUHOM ToJie. Kpunrocucrema
BKJIIOUYAET B ceOs alroput™ mu@poBaHus U anroput™ udposoit noanucu. Cxema nb-I"amans
JISKHUT B OCHOBE OBIBIIUX CTAaHAAPTOB 3JeKTpoHHOU 1udposoit noanucu B CHIA(DSA) u
Poccuu ('OCT P 34.10-94).

Cxema Obuia npemioxena Taxepom Dnb-I'amanem B 1985 rony.[1] Dap-T'amans
pazpaboTas oauH U3 BapuaHtoB anroputMma Juddu-Xemnmana. OH ycoBepIIEHCTBOBAN CUCTEMY
Huddu-Xennmana v moJrydni J1Ba alropuTMa, KOTOpble UCTIOIb30BAINUCH IS IIHU(PPOBAHUS U
g obecrieuenus ayreHtudukanuu. B otimnuue ot RSA anroputm Dib-1"amarns He Obin
3armaTeHTOBaH U, IOTOMY, cTaj OoJiee JeneBoi ambTepHATUBOM, TaK Kak He TpeboBantach
OIUIaTa B3HOCOB 3a JIMIEH3UI0. CUUTAETC s, UYTO AJITOPUTM MONAJAET MO ACHCTBUE TaTEHTa
Huddu-Xennmana.

I'enepanus ximroueit:

1. I'enepupyercs ciry4aiiHOE MPOCTOE YUCIIO .

2. Bribupaetcs menoe 4ucio — nepBooOpa3Hblil KOPEHb

3. BriGupaetcs cmydaifHoe 11eJ10€ YHCIIo  TaKoe, 4YTO



4. Brruncnsercs

5. OTKPBITBIM KIIFOYOM SIBJISIETCS] TPOMKA , 3aKPBITHIM KIIFOUOM — YHUCIIO .

HIndpocucrema Dinb-I"amans sBisgeTcs GaKTUYECKH OJHUM H3 CIIOCOO0B BHIPAOOTKH
oTKpBITHIX Kitouel [udpdu — Xemnmana. [ludposanne mo cxeme Dnb-I"amans He ciexyer
MyTaTh ¢ AITOPUTMOM LU(POBOM MOAIHCH TIO cxeme Dib-I"amans.

HIudposanue

CooOrmienre  0KHO OBITh MeHbIIE ncia . Coobmenue mudpyercs: ClIeyromum

obpa3zom:
1. BriOupaercsi ceCCHOHHBIN KITI0Y — CITy4aifHOE LIEJI0E YUCIIO TaKoe, YTO
2. Boruncnsitores uncna u .
3. [Tapa yucen sBasieTcs MUPPOTEKCTOM.

Herpynno Bunets, uto mrHa mudpoTekcta B cxeme Dib-I"amais JJIMHHEe UCXO0IHOTO
COOOILleHUsI BJBOE.

PacmmmdpoBanue

3Has 3aKPBITHIN KITI0Y , UCXOIHOE COOOIIEHUE MOKHO BBIYMCIIUTD U3 MHU(PPOTEKCTA IO

dbopmyme:
[Ipu 5TOM HETPYIHO IPOBEPUTH, YTO
Y TIO3TOMY

JI71st pakTUYECKUX BBIUMCICHUHN OOJIBIIE TIOAXOAUT caeayromas Gopmyna:

3. Kpuntocucrema Pabuna.

Kpunrocucrema Pabuna — xpunrorpadudeckas cucreMa ¢ OTKPBITBIM KIIIOYOM,
0€30I1aCHOCTb KOTOPOM 00eCIIeYnBaAETCs CIOKHOCTBIO MMOMCKA KBAIPATHBIX KOPHEH COCTAaBHOTO
yucia. be3onacHOCTb cucTeMsl, Kak U 0e3omacHoCcTh MeToaa RSA, 00yciioBieHa ClI0KHOCThIO
Pa30KEeHUs HA MHOKUTEIH O0JIbIINX YKcell. 3atn(poBaHHOE COOOLIEHUE MOKHO
pacundpoBatsh 4 ciocobamu. Hegoctatkom cucteMsl siBiisieTcsi HEOOXOAUMOCTb BbIOOpa
UCTUHHOTO COOOLIEHMS U3 4-X BO3MOKHBIX.

B sBape 1979 roma Maiiki O. Pabun omy01rKoBall omucaHue cBoei cucTeMsbl. bouio
JI0Ka3aHO, YTO BOCCTAHOBJIEHUE MCXOHOTO TEKCTa U3 3alIU(POBAHHOTO CTOJIb K€ TPYAHO, KaK
¢baxTopusanus 6oabimux yucen. Cucrema PabuHa crasa nepBoil aCUMMETpUYHOM
KPUITOCUCTEMOH, JUIsl KOTOPOM OBLIO BBIMOJIHEHO TaKOe A0Ka3aTelbCcTBO. CI0XKHOCTh
BOCCTAHOBJICHHSI CBSI3aHA C TPYAHOCTBIO U3BJICUEHHsI KBaIPATHOTO KOPHS IO MOIYIIIO
cocraBHoro yucia N = p ¢ q. 3agaua Gakropu3alnuy 1 3aja4a o U3BJICUCHHUIO KBaIPATHOTO
KOPHS 9KBUBAJIEHTHBI, TO €CTh!

1. 3Has mpocTele AenuTeny yuciaa N MOXKHO M3BJIEKaTh KBaJApaTHbIE KOPHH IO MOJTYJIIO
N;

2. yMest U3BJIeKaTh KBaJIpaTHbIE KOPHU 10 MOAY/I0 N, MOXKHO pa3iioKuTh N Ha MPOCThIE
MHOKHUTEIH.

Cucrema Pabuna, kak ¥ j1100ast acHMMETpUYHAsE KPUIITOCUCTEMA, UCTIOJIb3YeT OTKPBITHIH
1 3aKpBITBIN KITI0UU. OTKPBITHIN KITIOY HCTIOJIB3YeTCs A U(pPOBAaHUS COOOLIEHUI U MOXKET
OBbITH OMYOJIMKOBAH ISl BCEOOIIEro 0003peHus. 3aKphIThIN KIII0Y HEOOXO0 UM ISl paciin(poBKH
U JI0JDKEH OBITh M3BECTEH TOJIBKO MOTydaTelNsaM 3aiu(pOBaHHBIX COOOIIEHHI.



[Ipouecc renepanum KIO4YEn ClIeayONIUn:

. BBIOMPAIOTCS JBa CIyYaHBIX YMCA P U  C YIETOM CIICTYIONUX TPEOOBAHMIA:
. qHcia JOJHKHBI ObITh OOJIBIIMMU (CM. pa3psiIHOCTS);

. YHcia JOJHKHBI OBITh MPOCTHIMHU;

. JOJI’KHO BBITIOTHATHCS yCloBUE: p = = 3 mod 4.

Brinonnenue aTux TpeOOBaHMI CHIIBHO YCKOPSET MPOIIEAYPY U3BJICUCHUS KOPHEH 110
MOJYJIIO P U

. BBIYMCIISIETCS YUCIO N =P * (;

. YHUCJIO N — OTKPBITHIN KJIIOY; YUCIIA P U ( — 3aKPBITHIM.

[pumep. [Iycte p=7uq=11. Tornan=peq=7+11=77. Yucnon=77 —
OTKPBITBIN KJIt0Y, a yucaa p =7 u q = 11 — 3akpbIThiid. [lomydyaTtens coobiaer oTrpaBuTeIsIM
yucyo 77. OrnpaButenu mMuGpPyOT COOOIIEHNE, UCTIOTB3YS YUCIIO 77, U OTIPABIISIOT
noxydarento. [lomydarens pacmm@poBbIBaeT cooOIeHNEe ¢ TOMOIIBI0 uncen 7 u 11.
[IpuBea€HHbIE KITIOUX MJI0OXH JUISl MPAKTUYECKOTO UCIOJIb30BaHUS, TaK KaK YUCIO0 77 JIerKo
packiabpIBaeTCs Ha MpocTble MHOXUTEMH (7 1 11).

Hcxonnoe coobmenre m (TEKCT) mudpyeTcs ¢ MOMOIBIO OTKPBITOTO KJIFoUa — YKCciia n
o cienyrorieit popmyse:

¢ =m? mod n.

bnaronaps ncnosib30BaHNI0 YMHOXKEHHS TI0 MOJIYJII0 CKOPOCTh MHU(PPOBAHUSI CUCTEMBI
Pabuna Oounblie, yem ckopocTh mudppoBanus o Meroay RSA, naxe ecnu B mocienHeM cirydae
BBIOpaTh HEOOIBIIOE 3HAUCHHUE SKCTIOHCHTHI.

[Ipumep (mponomkenue). [lycts ncxoausiM TekcToM siBisiercs m = 20. Toraa
3amu¢poBaHHBIM TeKCTOM OyieT: ¢ = m? mod n = 20> mod 77 = 400 mod 77 = 15

Jlst pacminppoBKHM COOOIIEHHSI HEOOXOIUM 3aKPBITHIN KTtou — yucia p u g. [Iporecc
pactudpOBKH BBITJISLAUT CISTYIOIIUM 00pa3oM:

. CHauasa, UCIOJIb3ysl AITOPUTM DBKIIWJA, U3 YPAaBHEHUS HAXOJAT YUClla U ;

. nanee, UCIoJb3ys KUTalCKYI0 TeopeMy 00 ocTaTKaX, BEIYUCISIOT YEThIpE YHCa!

OAHO U3 ATUX YKCEN SBJSETCS HCTUHHBIM OTKPBITHIM TEKCTOM M.
[Ipumep (oxonuanue). B pesynbrare pacundpoBku nosyyaem: . Buaum, uro oaus u3
KOpHEH ABJIIETCS UCXOJAHBIM TEKCTOM M.

1. 11 Jlexiust Ne 16-17 (4 gaca).

Tema: «11enoCTHOCTD JAHHBIX M ayTeHTU()UKALUSA COOOLICHUI

1.1.1 Bonpock! nekuuu:

1. LlenocTHOCTh TaHHBIX.

2. AyreHTuduKaius cooOUIeHuH.

1.1.2 Kpatkoe conep>kaHue BOIIPOCOB:

1. LlenocTHOCTh TaHHBIX.

IenocTHocTh MHGOPMALIKH (TaKXKe LEIOCTHOCTh JAaHHBIX) — TEPMHUH B HHPOpPMATUKE
(xpunTorpaduu, TEOPUU TEIEKOMMYHHUKALUN, TEOPUH UH(POPMAIIMOHHOI 0€301MacHOCTH),
O3HAYaroIUi, YTO JaHHBIE HE OBLIM M3MEHEHBI MPH BBHIOJHEHUH KaKOW-T100 onepanun Hajl
HUMH, Oy/Ib TO Nepeaya, XpaHeHne UM 0TOOpaXKeHue.



B TenekoMMyHHMKAIMK [EJIOCTHOCTD JAaHHBIX YacTO MPOBEPSIOT, UCTIONB3Ysl XEII-CYMMY
coo01enus, BeraucieHnyro anroputMomM MAC (anri. message authentication code).

B kpunrorpadun u nHGopMamoHHONH 6€301MaCHOCTH EIOCTHOCTh TAaHHBIX (B IIUPOKOM
CMBICJI€) — 3TO COXpPAHEHHUE JIaHHBIX B TOM BUJIE, B KAKOM OHM ObUIH co3aaHbl. [IpruMepsl
HapYIIECHUH HEIOCTHOCTH JIaHHBIX:

. MOTIBITKA 3JI0YMBIIIJICHHUKA U3MEHUTh HOMEp aKKayHTa B OaHKOBCKOM
TpaH3aKIMH, WK TIONBITKA TIOJJICIKH JOKYMEHTA;

. cilydaiiHOe U3MEHEeHHe UHPOpMaIMU [IPH Nepeiade Uilu NPy HEUCIPABHOMN
paboTe KECTKOTO JHCKA,

. HCKa)XEeHUE (PaKTOB CPEACTBAMHU MACCOBOM HH(OPMAIUH C IETTBI0 MAHUITYIISIITUA
00111eCTBEHHBIM MHCHHUEM.

B Teopun 6a3 maHHBIX IIETOCTHOCTh JaHHBIX 03HAYAET KOPPEKTHOCTD JaHHBIX U UX
HENpPOTUBOPEYNBOCTh. OOBIYHO OHA TAKXKE BKIIOYAET LEIOCTHOCTh CBA3EH, KOTOpask NCKII0YaeT
OIIMOKH CBSI3€W MEXy IEPBUYHBIM U BTOPUYHBIM KIIFOYOM. [Ipumeps! HapymeHnii
[[EJIOCTHOCTH JTaHHBIX:

. CYIIECTBOBAHHE 3aMTUCEH-CUPOT (JOUYCPHUX 3aIUCEH, HE MMEIOIINX CBSI3H C
POIUTENHCKUMU 3aITUCSIMH ),

. CYIIECTBOBAHHE OTMTHAKOBBIX TIEPBUYHBIX KITIOUEH.

J171st IpOBEPKH TIETIOCTHOCTH JIAHHBIX B KPUNTOTPa(UH MCIIONIB3YIOTCS Xet -(DyHKIINH,
Hanpumep, MDS5. Xom-¢yHkuus npeodpa3yeT nociaea0BaTeIbHOCTh OalT MPOU3BOIBLHOTO
pasMepa B MOCIIEI0BATENILHOCTh OalT PUKCUPOBAHHOTO pa3Mepa (uucio). Ecnu nqannsie
W3MEHSTCS, TO ¥ YUCIIO, TeHEpUPYeMOe XelI-(DYHKINEH, TOKE N3MEHHUTCS.

I{es10CcTHOCTD JaHHBIX — CBOMCTBO, ITPH BBINOJIHEHUH KOTOPOTO JaHHBIE COXPAHSIOT
3apaHee OINpeeIEHHBIN BU U KaueCTBO.

2. Ayrentuduxaius cooOmeHUH.

Aytentudukanus (yCTaHOBJICHHE MOJTMHHOCTH) — MIPOBEPKA MPHUHAICIKHOCTH
CyOBEKTY JOCTYIIA MPEABIBICHHOTO MM HACHTH(PHUKATOPA W IMOATBEPXKJACHUE €r0 IO UIMHHOCTH.
JlpyruMu ci0BaMH, ayTeHTH(HUKAIUS 3aKII0YaCTCs B IIPOBEPKE: SBJISCTCS JIH ITOAKITFOYAIOITUICS
CyOBEKT TeM, 3a KOTO OH ceOs BBIJIAET.

[TapospHBIe METO bl ayTeHTU(UKALIUN 11O CTEIICHN U3MEHSIEMOCTH TapoJICH IeNaTCs Ha:

. METO/IbI, UCIOJIb3YIOIIUE TOCTOSIHHBIEC (MHOTOKPATHO MCIOJIb3yeMbIe) TapOJIv;

. METO/IbI, HCTIOJIB3YIOLIUE OJHOPA30BbIC (IMHAMUYHO U3MCHSIIOLIUECS) TTAPOJIH.

O6mas mpoueaypa UACHTUPHUKAIUN U ayTeHTH(PHUKAIIUU TIOJIB30BATEINS [P €r0 JOCTYIIe
B 3alMIIEHHYIO HH)OPMAIMOHHYIO CHCTEMY 3aKII0YaeTCs B CICIYIOIIEM.

[Tonp3oBaTensb MPeJOCTABIACT CHCTEME CBOM JTUYHBIM HICHTU(GUKATOP (HAIPUMED,
BBOJIUT IAPOJIb WM MIPEIOCTABIIACT MaJIell /I CKaHUPOBaHUs OTIIeyaTka). [lamee cuctema
CpPaBHHBAET MOJYUYEHHBIN HUIEHTU(PUKATOP CO BCEMHU XpaHIIIUMHUCS B ee 6ase
unentudukaropamu. Ecinu pe3ynpTaT cpaBHEHHUS YCIEIIHBIN, TO MOJIB30BaTENb MMOIy4aeT
JOCTYII K CUCTEME B paMKaX YCTaHOBJICHHBIX MMOJIHOMOUUH. B ciyyae oTpumiatensHoro
pe3ynbTaTta cucteMa coo0iaer o0 omubKe U nmpeiaraeT MoBTOPHO BBecTH uaeHTudukarop. B
TeX CcIyyasx, KOT/a M0JIb30BaTelb MPEBHINIAET JIUMUT BO3MOKHBIX TIOBTOPOB BBOIA
nHpopmanuu (OrpaHUYeHHE Ha KOJIUYECTBO MOBTOPOB SBJISETCS 00sA3aTeIbHBIM YCIOBUEM IS
3aIUIIEHHBIX CUCTEM) CUCTEMA BPEMEHHO OJIOKHPYETCsl U BBIJAETCS COOOIICHUE O
HECaHKIIMOHUPOBAHHBIX JIEHCTBUAX (IIPHUEM, MOXKET OBITh, U HE3AMETHO JJIsl TTOJIb30BATEs).



Ecnu B mpouecce ayreHTH(UKAIUY TOATUHHOCTD CyObEKTa YCTAaHOBJICHA, TO CUCTEMA
3aIUThl MHOOPMALIUY J0JKHA ONPEACTUTH €T0 MOJIHOMOYHS (COBOKYITHOCTH MpaB). ITO
HE00X0AUMO JUIS IOCIIETYIOIET0 KOHTPOJIS ¥ pa3rpaHUyYeHHs JJOCTYIA K pecypcam.

B nenom ayrenTH(UKanMs M0 ypoBHIO HH(OPMAIIMOHHON 0€301aCHOCTH JICIUTCS Ha TPU

KaTerOpuu:

. Cratuueckas ayTeHTU(PUKAIIHSL.

. VYcroitunBas ayreHTU(UKALKS.

. [locTosiHHAs ayTeHTUDUKALUS.

B ayrentudukanuu cooOmeHuii MOryT ObITh BBIACTICHBI IBa OCHOBHBIX YPOBHSI:

1. Ha HHU3IIEM YPOBHE JIOJDKHA BBITIOJTHATHCS HEKOTOpask (PYHKITHS, TOPOKIAFOIIAS
ayreHTU(HUKaTOp (YI0CTOBEPEHHE, UCTIOIB3YEMOE ISl OATBEPIKICHUS TIOUIMHHOCTH
cyOBeKTa).

2. ayTeHTU(UKATOP 3aTEM UCIOJIb3YeTCsl KaK IPUMHUTHUB B IIPOTOKOJIE

ayTeHTU(HUKAIIMU BBICILIETO YPOBHS, TAIOIIEM MOIy4aTeI0 COOOIIEHNsI BO3MOKHOCTh
IIPOBEPUTH I0CTOBEPHOCTH COOOIIECHHUS.

1. 12 Jlextus Ne 18-19 ( 4 gaca).

Tema: «Xom-QyHKmm.»

1.1.1 Bonpocsl sekiuu:

1. Xom-dynkun (MD4, SHA).

2. Anroputmst DIT: RSA, Db Namans, [aoppa, Hu66epra-Pymmes.

1.1.2 Kparkoe conep:xaHue BOIPOCOB:

1. Xom-yakuun (MD4, SHA).

Xom-GyHKIMEH Ha3bIBACTCS AITOPUTM, KOHBEPTUPYIOIIHHN CTPOKY IPOU3BOIHHOM JITTHHBI
(cooOrieHne) B OUTOBYIO CTPOKY (PHKCHPOBAHHOM JTMHBI, HA3BIBAEMOM X3III-KOJIOM,
MIPOBEPOYHON CYMMOM WU IIU(PPOBBIM OTIEYATKOM.

CRC32 (Cyclic redundancy check - [{ukiuueckuii H30bITOUHBINA KOJT) IPOCTAst XL
GyHKIMS pa3paboTaHHas AJIs 3alUTHI JAHHBIX OT CIIYyYalHbIX U3MEHEHHH B KOMITbIOTEPHBIX
YCTpPOMCTBaX, TAKUX KaK CETeBbIC KapThl U kécTkue qucku. CRC32 onpenensercs
MexayHapoaabsiM ctanaaptom CRC32-1EEE 802.3 Anroputm odeHb ObICTp U, HECMOTPS Ha
MOJIHYIO KpUNTOTpaduyYecKyro He3alUIEHHOCTD, IIUPOKO UCHOJB3YeTCs O1aroiapsi mpoCcToTe
peau3auu U CKOPOCTH. 32-OUTHBIN X3II-KOJI OOBIYHO MPEACTABISAETCS MIECTHAAATEPHUYHBIM
YHCIIOM U3 8 CHMBOJIOB.

MD4 anroputm x31upoBanus, paspadorannsiii Ponansaom JI. Pusectom u3 RSA Data
Security, Inc. B HacTosimiee Bpemst cuutaeTcs HeHaAEKHBIM. DTO OBICTPHIN anroput™ (Ha 32-
OUTHBIX MTPOLIECCOPAX) U €ro UCIIONB3YIOT MIPU BRIYMCIECHUH XdIel B peer-to-peer cetu EDonkey
2000. Anroputm onucad B RFC 1320. Xsmi-koa npeacTapiisieT MECTHAAATEPUIHOE YHUCIIO U3
32 CHMBOJIOB.

MDS5 emié o= anropuT™ X3IIUPOBaHus, pazpaboranHbiii Ponansnom JI. Pusectom n3
RSA Data Security, Inc. [Ipencrasnser ynyumennyto Bepcuto MD4. Anroputm onmcand B RFC
1321. B teyenun mHorux jget MDS5 OblT cTaHAAPTOM MHTEPHET, HO celfvac CUUTAeTCs
CIIOMaHHBIM. X3II-KOJ NIPEACTABIAET IIECTHAALATEPUYHOE YUCIIO U3 32 CUMBOJIOB.

SHAT1 (Secure Hash Algorithm 1) anroput™m xsmupoBanus, pa3padotaHHbiii NSA B
1993. Onucan B RFC 3174. On npuMepHo B 2-3 pa3a MemiieHHee anroputva MDS. Xom-kon
MIPEJICTABIISET IECTHAALATEPUYHOE YUCIIO AIUHBI 40.



Tiger coBpemennas xaui-pyakuus nzodperénnas Poccom Aunepcom u Onu buxamom.
Bruta ciennanbHO MpuyMaHa Takoi, YT00bI OBICTPO BBIYMCIATHCS Ha 64-0MTHBIX MPOLIECCOpax.
CwMm. onucanue. XaUI-KOJ MPEACTaBISET MIECTHAAATEPUYHOE YUCIIO UTUHBI 48.

TTH (Tiger Tree Hash) xo11, Beraucnstonuiicss B ApeBoBUIHON opme ¢
ucnoap3oBanueM anroputma Tiger. Cm.onucanue. TTH ucnons3yercst B HecKoIbKuX peer-t0-
peer cetsix: Direct Connect, Gnutella, Gnutella2, a Takxe B Takux nmporpammax kak DC++, Phex
u Shareaza. Xam-koa npencranisiet base32-3ak0UPOBaHHYIO CTPOKY JUTUHBI 39.

BTIH (BitTorrent InfoHash) ucrions3yercst B p2p ceru BitTorrent. Xsmi-cymma 3aBUCHT
HE TOJIBKO OT JIaHHBIX, HO ¥ OT UMeHH (haiiia u gaxe OT MporpamMMbl Beraucstromeii xam. RHash
HCIOJIB3YET TOT k€ MeToJI, uTo U uTorrent. Xam siBiisercs cTpokoil u3 40 mecTHaaAaTEPUUHBIX
quced.

2. Anroputmsl D1IT: RSA, Db Namans, [aoppa, Hu66epra-Pymnmens.
uck (OLII) — pexBu3uT

AIIEKTPOHHOTO JOKYMEHTA, MOJyYeHHBIH B Pe3ylIbTaTe KPUNTOrpauIecKoro npeoodpa3oBaHus
WH(POPMAIINHU C HUCTIOIB30BAHUEM 3aKPHITOTO KITFOUA ITOAMUCH U TIO3BOJISIFOIINI POBEPHUTH
OTCYTCTBHE UCKXCHUS WHPOPMAIIUHU B SJIEKTPOHHOM JJOKYMEHTE C MOMEHTa ()OPMHUPOBAHU S
noAnucH (I[eT0CTHOCTH ), IPUHAUIEKHOCTH ITOAITUCH BIIA/ICNbITy cepTU(UKATA KITF0Ya ITOAIMACH
(aBTOpPCTBO), a B Cilydae yCIIEUTHOW MPOBEPKU TOATBEPAUTH (PAKT MOIIMHUCAHUS JIEKTPOHHOTO
JOKyMEHTa (HEOTKa3yeMOCTh).

Cy1iecTByeT HECKOJIBKO CXeM MOCTPOeHUs UG POBOM MOIMUCH:

. Ha ocHoBe anroputMoB cuMMeTpudHOTO mrdpoBanus. [lanHas cxema
MpelycMaTpuBaeT HaJIMYMe B CUCTEME TPETHEro Jinia — apOuTpa, MOJIb3YIOIIErocs J0BEpHEM
00enx cTopoH. ABTOpH3aIuel JOKyMEHTa SBISETCS caM (akT 3aiuppOBaHUs €ro CEKPETHBIM
KJIFOUOM H TIepeada ero apouTpy.

. Ha ocHoBe anroputmMoB acummeTpudHOTO mudpoBanus. Ha qanHbIif MOMEHT
takue cxembl DI Haubosee pacpocTpaHeHbl U HAXOAAT HIMPOKOE MPUMEHEHHE.

Kpowme 31oro, cyiiecTByIOT Ipyriue pa3HOBUIHOCTH IIUGPOBIX NOANKCEH (IPyMIOBast
MOAINKCH, HEOCTIOPUMAsi TIOJIITUCH, IOBEPEHHAs MOAMUCH), KOTOPbIE SBJISIFOTCS MOIUGUKAUIMU
OTMCAHHBIX BbIlIe cxeM. VX mosiBjeHne o0ycloBICHO pa3HOOOpa3rueM 3ajiad, PelaeMbIX C
nomo1psro JI1.

[TockonbKy noAnuckIBaeMble JOKYMEHTBI — MEPEMEHHOTO (U KaK MPaBUjI0 JOCTATOYHO
60mb110r0) 00BEMa, B cxeMax DIl 3auacTyro NOAMUCH CTABUTCS HE HA caM JIOKYMEHT, a Ha €ro
Xoul. J[71s1 BEIUMCIIEHUS X311a UCTIONb3YIOTCA KPUIITOrpaduieckue Xaul-(QyHKIUH, 9TO
rapaHTUpPYyeT BBISBICHUE U3MEHEHUI TOKyMEHTa IPU MPOBEPKE MOAMUCH. X3 -(DYHKIIUN HE
SBJIAIOTCS 4acThio anroputMa Jll, mo3aToMy B cxeme MOKeT ObITh UCIOJIb30BaHa J1r00ast
HaAEKHAs XOUI-QYHKIIHSL.

Hcnonb3oBanue xam-GyHKIHA TaET cleayone MpeuMyiecTBa;

. BoraucnurenbHas ciokHOCTh. OOBIYHO X311 IIM(PPOBOTO TOKYMEHTA JIETAeTCs BO
MHOTO Pa3 MEHbIIEro 00bEMa, 4eM 00bEM UCXOHOTO IOKYMEHTA, U aJlTOPUTMbI BBIYMCIICHUS
Xal11a sBISFoTCs 60siee OpicTpbiMu, YeM anropuT™sel DI1. [Toatomy hopmupoBaTh X311
JOKYMEHTA U TMOMICHIBATE €T0 MOIY4aeTCss HAMHOTO ObICTpee, YeM MOIMUCHIBATh CaM
JOKYMEHT.

. CoBMmecTUMOCTh. BOJBIIMHCTBO aTOPUTMOB ONIEPUPYET CO CTPOKAMU OUT
JAHHBIX, HO HEKOTOPbIE UCIIOIB3YIOT APYrHe MPeACTaBIeHHs. XA -(DYHKINIO MOKHO
MCIOJb30BATh JJIsl MPeoOpa30BaHMs MPOU3BOJIBHOIO BXOHOTO TEKCTA B MOJIXOAALINH hopMmart.



. HenoctHocTth. be3 ucnonb30Banust X3uI-QyHKIUH OOJIBIION 31EKTPOHHBIN
JOKYMEHT B HEKOTOPBIX CXeMaxX HYXXHO pa3/eisTh Ha JOCTaTOYHO Majible OJIOKH ISt
npumenenust JOI1. [Ipu Bepudukaiyu HEBO3MOKHO ONPEICTUTh, BCE JI OJIOKU MOTY4eHBI U B
IIpaBHUJIbHOM JIM OHH MTOPAIKE.

Hcnonp3oBanue X3m-(QyHKIUU He 0053aTENbHO MPU AJIEKTPOHHOH MOAIKCH, a cama
GbyHKIUS HE ABISETCS YacThio anroputMa DI, mo3sToMy XomI-(QyHKIUS MOXKET UCTIONh30BATHCS
nro0ast WM HEe UCIOJIb30BaThCS BOOOIIE.

1. 13 Jlexius Ne20-21 ( 4 gaca).

Tema: «Peanu3zanus cxem >JIeKTPOHHOHN HU(GPOBOIA MOANKCH (Ha OCHOBE aITOPUTMOB
RSA, El Gamal, [llnoppa)»

1.13.1 Bonpocs! nexuuu:

1. DneKTpoHHas MOJAMUCH HAa OCHOBE aIropuTMOB RSA.

2. DOnexrponnas noanuck El Gamal, [IInoppa.

1.13.2 Kpartkoe conepskaHue BOIPOCOB:

1. DneKTpoHHas MOJANUCH HAa OCHOBE aIropuTMOB RSA.

Matemarnueckasi cxema JeKTpOHHOU 1udpoBoit moanucu no anroputMy RSA Obina
npeioxxeHa B 1977 rogy coTpynHukaMu MaccadyceTcKoTro TEXHOJIOTHYECKOTO MHCTUTYTA
CILIA. Tannas cucrema IU(PPOBOM MOANKUCH CTaJla IEPBBIM MPAKTHUECKUM PEILIEHUEM 331a4u
TTOJIITUCH JIEKTPOHHBIX JTOKYMEHTOB TPH MOMOIIH KPUMTOCHCTEM C OTKPBITHIM KITFOUOM.
[Tponieaypa BerancieHus HUPpPOBO MOANKUCH B TAHHON CUCTEME UCIIOJIb3yeT
Kpunrorpaduueckoe npeodpazoBanue no anroputmy RSA.

B cooTBeTcTBHM ¢ TaHHOM CUCTEMOU MU(PPOBON MOAMKUCH, CYOBEKT, JKEJIAIOIIHA
NepechuIaTh MOANKUCAHHBIE UM JOKYMEHTHI, J0JKEH C(OPMUPOBATH JBa Kiltoua anroputma RSA:
OTKPBITBIN U 3aKPBITHIN.

[Tapy 3nauenwuii (KO, r), koTOopas SBISIETCS OTKPHITHIM KJITFOYOM IO IMTACH, OTTIPABUTEIb
nepenaéT BCeM BO3MOKHBIM IOJIydaTeNsiM ero cooOmeHuii. iMeHHo 3T 3HaueHus OyayT
HCIIOJIb30BATHCS JIUIS1 IPOBEPKU MOJUIMHHOCTH U MPUHAJIEKHOCTU OTIIPABUTEIIO MOJYYEHHBIX OT
HEro COoOOIIEeHNIA.

3nauenne KC coxpansiercss oTnpaBuTeneM B cekpere. J[aHHOe 3HaueHue BMeCTe ¢
MOJYJIEM T SIBJISIETCSI CEKPETHBIM KIIFOUOM, KOTOPBINA OYIET UCIOJIb30BAThCS OTHPABUTEIEM IS
MMOCTAaHOBKH MOAMUCEN O]l CBOUMH COOOILIEHUSIMHU.

CxeMa ucronbp30BaHus alropuT™Ma 1udpoBoit moanucy Ha 6aze RSA nns oOmMeHa aByx
aOOHEHTOB MOAMUCAHHBIMH COOOIICHUSIMH MTOKa3aHa Ha puc. 13.1

puc.13.1

2. Onexrponnas noanuck El Gamal, IlInoppa.

Hazpanune EGSA npoucxoaut ot cino EI Gamal Signature Algorithm (anroputm
uudpoBoit noanucu b ['amans). Mnes EGSA ocHoBana Ha TOM, 4TO /17151 000CHOBaHUS
MPAKTUYECKONH HEBO3MOKHOCTH (harmbcudukanuu udpoBoi MOIMUCH MOXKET OBITh
MCI0JIb30BaHa OoJiee CI0XKHAs BRIYMCIUTEIbHAS 3a/1a4a, YEM Pa3lioKeHHe Ha MHOKHUTEITN
OOJIBIIIOTO IIEJIOTO YKCIIa,- 33]a4a JUCKPETHOTO JorapudmupoBanus. Kpome toro, Onb ['amanto
ynanoch nu3bexars sIBHOU cinaboctu anroputMma mudposoit moanucu RSA, cBsizanHoOi ¢
BO3MOYHOCTBIO MOAENKH U(PPOBOIA MOAMUCH TIOJ] HEKOTOPBIMHU COOOIIIEHUsIMU Oe3
OTIpeJIeNIeHUs] CEKPETHOTO KITI0Ya.



PaccmoTpum nospoOHee anroputm udpoBoit noanucu Db ['amarnst. J{as Toro 4to0bt
TeHEepPUPOBATh Mapy KIFOUeH (OTKPBITHIN KIII0Y - CEKPETHBIN KJII04), CHaYaIa BEIOUPAIOT
HEKOTOpOoe 00JIbIIoe MpocToe neioe uncio P u 6onpinoe nenoe uncio G, npuuem G < P.
OTnpaBUTENH U MOTYYATENb MOAMUCAHHOTO JOKYMEHTA HCIIOJIB3YIOT MTPH BHIYMCIICHUSIX
onuHakoBble Oompiue nenbie uyncna P (~10308 wmun ~21024) u G (~10154 unu ~2512), koTopbie
HE SIBJITIOTCS] CEKPETHBIMH.

OtmpaButens BeIOMpaeT ciayvaitHoe 1enoe yucio X, 1 <X £ (P-1), u Beruucinser

Y =GX mod P.

Uwucno Y SBISETCS OTKPHITBIM KITFOYOM, HCIIOIB3YEMbIM JUIS TPOBEPKH MO IIHCH
ornpaButens. Yucno Y OTKPBITO IepeaaeTcst BCeM NOTEHIIHATIBHBIM MOJIy4aTesiM JOKYMEHTOB.

Uncno X sBISETCS] CEKPETHBIM KITFOYOM OTIIPABUTENS JUTSI TTOAMTUCHIBAHUS IOKYMEHTOB U
JIOJKHO XPAHHUTHCS B CEKpeETe.

Jlyst Toro uToOBI IOANKCATH cooOIIeHne M, cHavasia OTIPaBUTENb XAIIHUPYET €T0 C
MOMOIIBI0 X31I-QpyHKIMHU h() B 11esnoe ynciao m:

m = h(M), I<m<(P-1),

u re”Hepupyer ciaydaitHoe uenoe yucio K, 1 <K < (P -1), takoe, uto K u (P-1) sBastorcs
B3aMMHO MTPOCTBHIMH. 3aTe€M OTIPABUTENh BBIYHUCIISET IENI0E YHCIIO a:

a=GK mod P

1, IPUMEHSS PACIIMPEHHBIN aNropuT™ EBKIIH/IA, BEIYUCIISET C TOMOIIBIO CEKPETHOTO
kiroya X 11eoe yuciio b u3 ypaBHeHUs

m=X*a+K*b (mod (P-1)).

[Tapa umcen (a,b) o6pasyet nudppoByro moanucs S:

S=(a, b),

MIPOCTaBISEMYIO MO TIOKyMEHTOM M.

Tpotika uncen (M, a, b) mepegaeTcs moyrydaresto, B TO BpeMs Kak mapa uucen (X,
K).nepxxurcs B cexpere.

[Tocne npuema nmoanucanHoro coodmieHus (M, a, b) monxyyaTenb T0HKEH MPOBEPUTD,
COOTBETCTBYET JIK moaAnuch S = (a, b)

coobmenuto M. J{7s 3Toro nojyvareiab CHayania BIYUCISAET IO MPUHATOMY COOOIICHUIO
M gucio m= h(M),

T.€. X3UIUPYET MpUHATOE cooluieHne M.

3arem moJryyaTenb BhIYHCIACT 3HaUeHHe A = Ya ab (mod P)

Y Ipu3HaeT coodiienne M Mo UIMHHBIM, €CJIH, U TOJIBKO €CIIN

A =Gm (mod P).

Wuaye roBopsi, mogy4arenb NPOBEPSIET CIIPABEATUBOCTb COOTHOIIICHUS

Yaab (mod P) = Gm (mod P).

MOo3KHO CTPOro MaTeMaTU4YECKH JI0Ka3aTh, YTO MOCIIETHEE PABEHCTBO OyIeT
BBITIOJIHATHCS TOT/Ia, ¥ TOJIBKO TOTa, Koraa noAnuck S=(a, b) noa nokymenToM M mnomiydeHa ¢
MOMOIIIbI0O UMEHHO TOTO CEKPETHOTO KIF04a X, U3 KOTOPOTO ObUT MOJTY4€H OTKPBITBHINA KiIro4 Y.
Taxum 06pa3oM, MOKHO HAJIE)KHO YIOCTOBEPUTHCS, YTO OTIpaBUTEIeM cooO1eHust M ObLI
oOnajarenb UIMEHHO JaHHOTO CEKPETHOro Kitoua X, He PacKpbIBas MPU 3TOM caM KJIF0Y, U 4TO
OTMPABUTEND MOANKCAT UMEHHO 3TOT KOHKPETHBIN JOKYMEHT M.

CrnenyeT OTMETHUTB, YTO cxeMa Db ['aMass sSBisieTcss XapaKTEPHBIM IPUMEPOM I0AX0/1a,
KOTOPBIH JI0MycKaeT NepechuIKy cooouieHus M B OTKpBITOM (popMe BMecTe C PHCOeTMHEHHBIM
ayreHTHUKAaTOpOM (a, b). B Takux ciaydasx mpoieaypa yCTaHOBICHUS MOITHHHOCTH
MPUHSATOTO COOOIIEHNS COCTOUT B MPOBEPKE COOTBETCTBUS AyTEHTU(HUKATOPA COOOIEHHIO.



Cxema mudpoBoii noamucu b ["amans umeer psj] NPEeUMYIILECTB 0 CPAaBHEHHIO CO
cxemoi 1udposoii noanucu RSA:

1. IIpu 3a1aHHOM YPOBHE CTOMKOCTH aIrOpuT™Ma I(PPOBOI MOIMKUCH LIETIbIE YUCIIa,
YUYacCTBYIOIIME B BBIYMCIECHUSAX, UMEIOT 3aIlUCh Ha 25% KOpoUe, 4YTO YMEHBILAET CII0KHOCTh
BBIYMCIICHUH MTOYTH B JIBA pa3a U MO3BOJIAET 3aMETHO COKPATUTh 00BEM MCHOJIb3yEMO aMSITH.

2. IIpu BbIOOpE MOyt P 1OCTaTOUHO IPOBEPUTH, YTO 3TO YHCIIO SBJISIETCS TIPOCTHIM U
gto y yncina (P-1) umeercs 6oJbIoi mpoCTO MHOKHUTEND (T.€. BCErO JBa JIOCTATOYHO MPOCTO
IIPOBEPSEMBIX YCIOBHS).

3. [Ipouenypa GpopmMupoBaHus MOIIUCH 10 cXeMe Db ["aMaitsi He T03BOJIICT BEIYUCIIATh
U(POBBIC TIOIHMCH TIOJ] HOBBIMHU COOOIIEHUSIMH 0€3 3HaHHSI CEKPETHOTO Kitoda (kak B RSA).

Opnako anroput™ nugpoBoi noanucu Db ['amMans uMeeT U HeKOTOpbIe. HEJOCTATKH 10
cpaBHEHHIO co cxeMoil moanucu RSA. B vactHocTH, nnuHa nu@poBoii MOANKCH MOTy4YaeTcs B
1,5 pa3a GoJibliie, 4TO, B CBOIO OUYEpE/Ih, YBEIIMUYMUBAET BPEMsI €€ BBIUMCIICHUSI.

1. 14 Jlexkuus Ne 22-23 (4 vaca).

Tema: «Kpunrorpaduueckne npoTOKOJIBL.»

1.14.1 Bonpocs! nexuuu:

1. XapakTepucTrKa TPOTOKOJIOB HACHTU(PUKAIIUY U ayTCHTU(PUKAIINH, HICHTUPUKAIIHS
Ha OCHOBE MapoJIsl.

2.B3aumHas mpoBepKa NOAJIMHHOCTH TOJIb30BaTEIEH.

3. nentudukanus ¢ HyJICBOH nepeaavyeit 3HaHuH.

4.CxeMbl 0053aTEIbCTB.

5.CuctemMsl 3JIEKTPOHHOTO TOJIOCOBAHMUSL.

6.1{udposrie cepTudukaThl: CUCTEMBI TIepepactpeieIeHHs] T0BEpHsl, HESIBHbIE
cepTu(UKATHI.

1.14.2 KpaTtkoe coaepKaHue BOIIPOCOB:

1. XapakTepucTuka NpoOTOKOJIOB UICHTU(DUKAMN U ayTeHTU(DUKALIUY, UICHTUPUKAIIS
Ha OCHOBE MapoJIsl.

Wnentuduxaius - npucBOCHHE MOJIb30BATEISM UICHTU(HUKATOPOB (YHUKAIbHBIX UMEH
WM METOK) TI0JT KOTOPBIMHU chucTeMa "3HaeT" moJib3oBarelis. Kpome uaeHTudukanmm
M0JIb30BaTeNeil, MOXKET MPOBOAUTHCS MACHTU(UKAIIMS TPYI NoJb30BaTenei, pecypcoB C u
T.0.nentudukanus Hy)KHa U IS IPYTUX CUCTEMHBIX 3a/1a4, HallpUMeEp, JJIsl BEACHUS
KypHaAJIOB coObITHIA. B G0bIIMHCTBE CilydaeB UACHTU(DHUKAIUS COTIPOBOKAACTCS
ayreHTHUUKaued. AyTeHTU(UKAIUSA - YCTAaHOBJICHUE TIOUTHHHOCTH - IIPOBEPKa
MIPUHA/IICSKHOCTH TOJIb30BATENIO IPEIBIBICHHOTO UM HaeHTuukaropa. Hanpumep, B Hauane
ceanca pabotsl B IC monb3oBaTens BBOAUT UMS U 1apoiib. Ha 0CHOBaHMM ATHX JaHHBIX
cCUCTeMa MPOBOIUT UACHTHU(PHUKAIUIO (TI0 UMEHH MOJIH30BATENs) U ayTeHTU(DUKAIIIIO
(comocTaBiisAs UM TIOJIL30BATENS U BBEICHHBIH MapoIb).

Cucrema naeHTU(UKALUY U AyTCHTH(PUKAIIUH SBISETCS OJJHUM U3 KITFOUEBHIX AJIEMEHTOB
MH(PACTPYKTYPHI 3aLIUTHI OT HecaHKIMOHUpoBaHHOTO noctyna (HC/) moboit
MH(GOPMAIMOHHOM cucTeMbl. B COOTBETCTBUU C pacCMOTPEHHOI paHee MOJIEINbIO
MHOTOYPOBHEBOM 3aIIUTHI, ayTCHTU(PHUKAIIS TOJIH30BaTENSI KOMITBIOTEPA OTHOCUTCS K YPOBHIO
3aIUTHI Y3JI0B.

OOBIYHO BBIACTSIOT 3 TPYIIBI METOIOB AyTeHTU(DUKAIIH.



1. AyTreHTH(UKALINSA IO HATMYHIO Y TTOJIB30BATENS YHUKAIBHOTO 00BEKTa 33 JaHHOTO
tuna. MIHOT1a 3TOT KJ1acc MeTOI0B ayTeHTU(DHUKAIINY Ha3bIBAtOT mo-aHrimiicku "I have" ("y
MeHs ecTh"). B kauecTBe mprMepa MOXKHO IPUBECTH ayTEHTU(UKAIIUIO C IOMOIIBIO CMapT-KapT
WK 31eKTpoHHBIX USB-Kiroueil.

2. Ayrentudukanus, OCHOBaHHAs! HA TOM, YTO MOJIH30BATENIO U3BECTHA HEKOTOPAs
KoHuaeHmansHast napopmanus - "I know" ("s 3nar"). Hanpumep, ayrenTuduxanus mo
napoJto. bosiee noipoOHO naposIbHBIE CUCTEMbI pACCMATPUBAIOTCS JaJie€ B 3TOM pa3Jielie.

3. AyTteHTH(UKaLUS TIOTB30BATENS [0 €0 COOCTBEHHBIM YHHKAILHBIM
xapakrepuctukam - "I am" (s ecTr"). DTH METOBI TaKXKE HA3BIBAIOTCS OMOMETPUICCKUMH.

Hepenxo ncnomnp3yroTcs KOMOMHHPOBAHHBIE CXEMBI ayTeHTU(UKAIINH, 00BEINHSIONINE
METO/1bl pa3HbIX KiaccoB. Hampumep, nByxdakropHas ayTeHTU(QHUKALKA - OJIb30BaTENb
MPeIbSABISET CUCTEME CMapT-KapTy U BBOAUT MUH-KOJI JUIs €€ aKTUBALUH.

Haubonee pacnpocTpaHeHHBIMU Ha JAHHBIN MOMEHT SIBJISIFOTCSI TAPOJIbHBIE CUCTEMBI
ayTeHTU(UKaUU. Y M0JIb30BaTeNs €CTh UACHTU(PHUKATOP U MapoJib, T.€. CEKpEeTHas
nH(pOpMaIUs, U3BECTHAS TOJBKO MOJIB30BATEINO (U BO3MOXKHO - CHCTEME), KOTOpast
HCIOJIb3YETCs JUISl POXOKIEHUS ayTeHTU(PUKALUH.

B 3aBucumocTy 0T peanuzanny CUCTEMBbI, TapOJIb MOXKET ObITh OHOPA30BBIM HIIH
MHOTOPa30BbIM. OnepaiioHHbIE CUCTEMBI, KaK MPaBUiIO, IPOBOAAT ayTeHTU(UKALIUIO C
HCII0JIb30BAHNEM MHOTOPa30BbIX Maposiei. COBOKYIHOCTh HAeHTU(UKAaTOpa, MapoJis U,
BO3MOXHO, JIONOJHUTEIBbHON HHPOpMAaLINH, CITyKallel A7 ONMHUCaHUs OJb30BaTENs
COCTaBJISIIOT YYETHYIO 3alHCh MOJIH30BATEIIS.

Ecnu Hapymmrens y3Haia mapoJib JIerajabHOTo MOJIb30BATENs, TO OH MOXKET, HallpuMep,
BOWTH B CHCTEMY IO €0 YYETHOM 3aMHChIO U MOJyYUTh AOCTYI K KOH(PUIEHIIUATbHBIM
naHHbIM. [losTOMy G€30MmacHOCTH aposiel cieayeT yaeasITh 0cO00 BHUMAaHKE.

Kax ormeuanocs pu paccmotpenuu ctanaapra [SO 17799, pexomenyercs, 9ToObI
M0JIb30BATEIN CUCTEMBI MOANUCHIBAINA JOKYMEHT O COXpaHEHUH KOH(DUIEHIINATIBHOCTH MapOIsl.
Ho napymuTens Takke MOXKET MOMbITaThCs M0100paTh MapoJb, yraaarh €ro, epexBaTUTh U T.1.
PaccmoTpuM HEKOTOpBIE PEKOMEHJAINH 110 aIMUHUCTPUPOBAHUIO MTAPOJIbHOM CUCTEMBI,
MO3BOJISIFOIINE CHU3UTH BEPOSTHOCTD Pealin3allii M0I00HBIX yTrpo3.

1. 3ajiaHue MUHUMAJIbHOM JJIMHBI UCTIOJIb3YEMBIX B CUCTEME MapoJieil. ITO
YCIIOKHSIET aTaky ImyTeM nooopa naposeil. Kak npaBusio, peKOMEHIyI0T yCTaHaBIUBATh
MHUHUMAJIBHYIO JJIMHY B 6-8 CUMBOJIOB.

2. YcranoBka TpC6OBaHI/IH HCIIOJIB30BAaTh B IIApPOJIC pa3HbIC I'PYIIIIBI CUMBOJIOB -
0O0MbIINE U MaJIEHBKHE 6YKBBI, I_II/I(1)pBI, CIICHUAJIBHBIC CHUMBOJIBI. OTO TaKKe YCJIOXHACT HO)I60p.
3. Hepnonnqecxaﬂ IIPpOBECpPKa aAMHUHUCTPATOPAMU 0€30I1aCHOCTH KayecTBa

HCIOJIb3YEMBIX MapoJiel MyTeM UMUTAINH aTaK, TaKuX Kak moa0op napoJsiet "mo ciosapro" (T.e.
MIPOBEpKa Ha UCMOJIH30BAHUE B KAUECTBE MApOJIsl CJIOB €CTECTBEHHOTO SI3bIKa M MPOCTHIX
KOMOMHAIIMA CUMBOJIOB, TaKuX Kak "1234").

4. YcTaHOBKa MaKCUMaJIBHOTO U MUHUMAJIBHOTO CPOKOB YKM3HU MApOJIs,
WCIIOJIb30BAHUE MEXaHMW3Ma IPUHYAUTEIbHOW CMEHBI CTapbIX MapoJeil.

5. OrpanudeHnue ymciia HeyAauyHbIX TOTBITOK BBOAA MapoJis (OJIOKUPOBaHHE
YUETHOM 3alMCH MOCIIE 33JaHHOTO YUCIIa HEYAAUHBIX MOMBITOK BOUTH B CUCTEMY).

6. Benenue xxypHana ucTopuu naposei, 9To0bl OIb30BaATENN, TIOCTIE
MPUHYAUTETHFHON CMEHBI MapoJisi, He MOTJIIM BHOBb BHIOpATh ceOe CTaphlil, BO3MOKHO
CKOMITIPOMETUPOBAHHBIN MMAPOJIb.



2.B3anMHas npoBepKa IO UIMHHOCTH I10JIb30BaTeNeH.

OOBIYHO CTOPOHBI, BCTYHAIONINE B HH)OPMAIIMOHHBIN 0OMEH, HY)KIAI0TCS BO B3aUMHOMN
MIPOBEPKE MOATMHHOCTH (ayTeHTU(UKAIIMK) APYT Apyra. ITOT MPOLECC B3AUMHOMN
ayTeHTU()UKAI[MH BBHITIOIHSIOT B HA4aJle CeaHca CBsI3U.

J1i1st IpOBEPKH TIOUTMHHOCTH MIPUMEHSIOT CIIEAYIOIINE CTIOCOOBI:

. MEXaHHU3M 3allpoCca-0TBETA;

. MEXaHHU3M OTMETKU BpeMeHH ("'BpeMEHHO mTemnens").

MexaHu3M 3ampoca-0TBETa COCTOUT B cieaytomeM. Eciu moss3oBaTens. A Xxo4eT ObITh
YBEPEHHBIM, UTO COOOIIEHHUS], [I0JIy4aeMbl€ UM OT I10JIb30BaTelsl B, HE SBIISIOTCS JIOKHBIMU, OH
BKJIIOYAET B TIOChLIaeMoe J1jisi B cooOiieHne HerpeackazyeMblil 2JIeMEHT - 3anpoc X (Hampumep,
HEKOTOopoe ciaydaiiHoe uncio). [Ipu oTBere nosb3oBarens B 10mkeH BBINOIHUTD HAJl 3TUM
AJIEMEHTOM HEKOTOPYIO ONepaluio (Hanpumep, BEIUMCIUTD HeKoTopyto ¢yHkiuo f(X)). 910
HEBO3MO>KHO OCYILIECTBUTH 3apaHee, Tak Kak MoJIb30BaTeNo B Hen3BecTHO, Kakoe ciiydaifHoe
yucno X npuaet B 3anpoce. [loaydus oTBET ¢ pe3yapTaToMm AecTBuil B, mons3oBarens A
MOXKET OBITh yBepeH, uTo B - moanuuueiif. Hegoctatok aToro Merosia - BO3MOKHOCTb
YCTaHOBJIEHUS 3aKOHOMEPHOCTH MEX/Ty 3allpOCOM U OTBETOM.

MexaHn3M OTMETKH BPEMEHHU 0Apa3yMeBaeT PErucTpaluio BpeMEeH! I KaXKI0ro
coolmieHus. B aToM citydae kaxaplii TONb30BaTEIh CETH MOKET ONPEAETUTh, HACKOJIBKO
"ycTapeno" mpuieiiee coooeHre, U pemmTh He TPUHUMATD €ro, MMOCKOJIBKY OHO MOXKET OBbITh
JIO’KHBIM.

B 06oux coyyasx i 3alldThl MEXaHU3Ma KOHTPOJIS ClIeyeT IPUMEHSTh IN(ppOBaHue,
9TOOBI OBITH YBEPEHHBIM, YTO OTBET MOCIIAH HE 3MOYMBIIUIEHHUKOM.

IIpu ncnoabp30BaHUM OTMETOK BPEMEHH BO3HUKAET ITPOOIeMa JOITyCTUMOIO BPEMEHHOTO
MHTEpBaNa 3aJep>KKH JUIsd NOATBEP K ACHU MTOUTMHHOCTHU ceaHca. Benp coobiienue ¢
"BpeMEHHBIM IITEMITeTIEM" B IPUHIIMIIE HE MOXET ObITh TIepe1ano MrHoBeHHO. Kpome Toro,
KOMIIBIOTEPHBIE YaChl MOTy4aTelsl U OTIPABUTENS HE MOTYT ObITh a0COJIIOTHO
CUHXpOHHU3UpOBaHbl. Kakoe 3ana3piBanue "mremnesns"” aBisieTcs I0103pUTEbHBIM ?

Jl1s B3aMMHOM MPOBEPKHU MOAJIUHHOCTH OOBIYHO MCIIOJIB3YIOT IPOLEAYPY PYKOIIOMKATHS.
Ota npoueaypa 06a3upyeTcst Ha yKa3aHHBIX BbIIIE MEXaHU3MaX KOHTPOJIS U 3aKIIH04aeTCs BO
B3aMMHOM ITPOBEPKE KIKYEH, NCIIOJIB3YEMbIX CTOPOHAaMU. [1Haue roBops, CTOPOHBI IPU3HAIOT
ApYT Ipyra 3aKOHHBIMU IMAPTHEPAMHU, €CIIU JOKAXYT APYT APYTY, 4TO 00J1aAat0T IpaBUIbHBIMU
kitrodamu. [Ipoueaypy pykonosxaTusi 0ObIYHO IPUMEHSIOT B KOMIIBIOTEPHBIX CETSIX MPU
OpraHM3alM CEaHCa CBSA3U MEXY I10JIb30BaTEISIMU, MOJIb30BATENIEM U XOCT-KOMIIBIOTEPOM,
MEXY XOCT-KOMIIbIOTEpaMu U T.71. PaccMOTpHUM B KadecTBe IpUMEpPaA MPOLENYPY PYKOIIOKATUS
11 ABYX noJib3oBatesnei A u B. (3T1o nomyiienue He BiIuseT Ha OOIIHOCTh PACCMOTPEHHUS.
Taxkas >xe npouenypa UCIONb3YeTCsl, KOT1a BCTYNAOLIUE B CBSI3b CTOPOHBI HE SIBIIIOTCS
noJib3oBatensiMu). Ilycte npuMeHnsieTcs cummerpuyHas kpunrocucrema. [lonszoBarenu A u B
pasnensoT OQMH U TOT ke ceKpeTHbIN Kitou KAB.

3. nentudukanus ¢ HyleBoi nepenaueii 3HaHUH.

HInpokoe pacmpocTpaHeHHE CMapT-KapT (MHTEIUIEKTYalbHbIX KapT) Ul pa3HOOOpa3HbIX
KOMMEPYECKHX, IPaXTaHCKUX U BOCHHBIX IPUMEHEHUH (KpEeAUTHBIE KapThl, KAPThI COLIMATBHOTO
CTPaxOBaHHUs, KapThl JOCTYIA B OXpPaHsIEMble IOMELIEHUS, KOMIIBIOTEPHBIE AP0 U KIIIOUH U
T.J1.) oTpeboBaso obecrnedyeHnue 0e30MacHOCTH UICHTU(UKAIIMN TaKUX KapT U UX BIIAJCIbIEB.
Bo MHOTHX MPUIIOKEHUSIX TJ1aBHAs MPoOIeMa 3aKII04aeTcsl B TOM, YTOObI ITPH MPEIbSIBICHUH



CMapT-KapThl OTIEPaTUBHO OOHAPYKUTH 0OMaH M 0TKa3aTb OOMAHIIUKY B JIOMTYyCKE, OTBETE U
00CITyKUBaHUU.

J1st 6€3011aCHOTO MCIOIB30BaHUS CMapT-KapT pa3paboTaHbl MPOTOKOJIBI
UICHTH(HUKAIINY ¢ HYJIeBOU nepeaaueii 3Hanuil. CeKpeTHBIN KITIOY BJIAJIENIbIIa KAPTHI
CTAaHOBUTCS HEOTHEMJIEMBIM IIPU3HAKOM €0 JUYHOCTHU. Jl0Ka3aTeabCTBO 3HAHUSI 3TOTO
CEKPETHOTI'0 KJII04a ¢ HyJEeBOH nepeaayeii 3TOro 3HaHUs CIIYKUT J0Ka3aTeIbCTBOM MOJIMHHOCTH
JIMYHOCTH BJIAJIENIbLIAa KapThl.

CxeMy naeHTH(UKAIIMH ¢ HYJIEBOW Nepenavel 3HaHu i npeaoxuau B 1986 r. V.Deiire,
A.®uar u A.lllamup. OHa sBisieTcs Hanbojee U3BECTHBIM J0Ka3aTeIbCTBOM UJIEHTUYHOCTH C
HYJIeBOU Tiepeadeld KOH(PUASHIINATLHONW HHPOPMAIIH.

PaccMoTpuM cHavasna ynpoIeHHbIN BapuaHT CXeMbl HACHTU(PHUKAILIUHU C HYJIEBON
nepeaavel 3HaHUM 1t 00JIe€ YETKOTO BBISIBJICHHUS €€ OCHOBHOM KOHIICTIIIUH.

Ho npexie Bcero onpenenuMes ¢ TEpMUHOJIOTHEH.

[Tycts a, b, d, g O Z (MHOXecTBO 1enbIX uncen), n O N (MHOKeCTBO HATypalbHBIX
quCell, T.€. NOJOKUTENbHBIX LENbIX YUCE).

Omnpenenenue 1. Yucrno a cpaBHUMO ¢ b 110 MOIyITIO N, €Ci @ U b TIpu JeIeHnH Ha n

JaI0T OJMHAKOBEIE OCTATKH, T.€. amod n=b modn.

[Ipunsaroe o6o3HaueHuE: aeb(modn).

Onpenenenue 2. Yucno d Ha3pIBalOT 0OpaTHBIM K a IO MOAYJIIO N, €CIIH MPOU3BECHHE
a*d npwu nerrleHny Ha n J1aeT B ocTaTtke 1, T.e. a*dmodn=1.

[TpunsToe 0003HAUCHHE: b=a-1(modn).

[Ipumute K cBeACHUIO, YTO 11e0€ Yucio a-1 ( mod n ) cymecTByeT TOTAa U TOJIBKO
TOTJIa, KOTJIa a ABJISETCS B3aMMHO MPOCTHIM C N, T.€. UMEET C MOIYJIEM N HAUOOJIbIIUHN OOIIHiA
JIeNUTeNb, PaBHBIM €MHUIIC.

Tex, KoMy UHTEPECHO, TIOYEMY 3TO JEHCTBUTENIBHO TaK, OTCHLIAI0 K PACHIUPEHHOMY
anroputMmy EBknuna. B IHTepHeTe Bbl HallieTe HE OJMH CaWT, MOCBSIIEHHBIN 3TON TEME.

Onpenenenue 3. Yucno g Ha3pIBaIOT KBAAPATHBIM KOPHEM U3 @ TI0O MOJYJIIO N, €CIIU
MpOU3BEICHNE g*g MpH JeJICHUH Ha N JaeT B OCTaTKe a, T.e. g¥gmodn=a.

[Ipunsaroe o6o3nauenue: g=sqrt (a)(modn).

4. CxeMbl 00513aTeNbCTB.

B kpunrorpaduu, cxema 00s3aTeIbCTB WM OUTOBAs cXeMa 00s3aTeNIbCTB (aHTJI.
Commitment scheme) — 3710 MeTo 1, TO3BOJISIOIINIA OJIB30BATEIIO OITBEPIKIATH KaKOe-TH00
3HaYEHHUE, KOTOPOE HE pas3rialiaeTcs, TO eCTh B Clyyae pas3rialleHus dTOro 3HaYCHUs
Onmarojaps 3Toii cxeme OyJeT U3BECTHO, YTO MOJIb30BaTENb 3HAN €r0 HA MOMEHT BbIJauu
00s3aTeNbCTBA M UTO OHO HE U3MEHWIOCh. Pab0Ty 1aHHO# cXeMbl MOKHO MPEACTABUTH KaK JIBE
CTaJluu:

. «Commity» — MOCBUIKY 3aKPBITOH Ha K104 KOpoOKHU (0053aTeIbCTBO),

. «Reveal» — Oonee mo3aHssA OTHpaBKa KIIt04a OT KOPOOKHU (3HaUEHHE).

Opna u3 monymsipHbIX peanu3anuii cxembl: Pedersen Commitment Scheme (ocHoBaHa Ha
3a/1a4ye JUCKPETHOTO JorapuMupoBaHusl)

5.CucremMsl QJICKTPOHHOT'O T'OJIOCOBAHUL.

aﬂeKTpOHHOG roJIOCOBAHUEC — TCPMUH, onpenensnoumﬁ Pa3JIMYHBIC BUABI I'OJIOCOBAHUA,
OXBaTBIBAIOIIUN KaK SJICKTPOHHBIC CPCACTBA I'OJIOCOBAHU A (BHCKTpOHHaﬂ I[eMOI(paTI/I}I), TaK U
TCXHUYCCKUC DJICKTPOHHBIC CPCACTBA MOACYETA TOJIOCOB. Pa3HOBUIHOCTHIO SJICKTPOHHOTO
T'OJIOCOBAHMA ABJIAIOTCS I/IHTCpHCT-BBI60pBI.



TexHOJOTrHM AIIEKTPOHHOTO TOJIOCOBAHHS MOTYT BKJIIOUATh B ce€0sl MepPOKAPTHI, CUCTEMBI
ONTUYECKOTO CKaHUPOBAHUS U CIIELUATN3UPOBAHHbIE TEPMUHAIIBI ISl rojlocoBaHusl. OHU TaKxke
MOTYT BKJIIOUaTh Iepeady u301uparenbHbIX OI0JUIeTEHEH U T0JIOCOB MO TeaeOoHy, YaCTHBIM
KOMITIBIOTEPHBIM CETSIM Win uepe3 MHTepHerT.

TexH0JI0THsI 3IEKTPOHHOIO IOJI0COBAHUS TIO3BOJISIET YCKOPUTD MTPOLIECC MOACUETA
roJIOCOB, @ TAKXKE YIPOCTUTH T'OJI0COBAHUE JIFOJSIM C OIPaHUYEHHBIMU BO3MOKHOCTsIMU. Ho B
HACTOSIIIEE BPEMSI BELyTCS CIIOPHI O TOM, YTO 3JIEKTPOHHOE FOJI0OCOBAHUE MOXKET OBbIThH
MIOABEPKEHO HApYIIEHUAM (0O0JIbIINM, YEM IIPU TPAIULUOHHBIX CUCTEMAX TOJI0COBAHUSA).

VYcerpolicTBa moAcu€Ta rojiocoB

CucteMbl 3IEKTPOHHOTO MOJCYETA TOJIOCOB MIPUMEHSIOTCS Ha BbIOOpax ¢ 1960-x roioB, ¢
T€X MOP, KaK MOSBUIUCH Nep(HOKapTHI.

Bonee HoBas cucTtemMa ONTUYECKOTO CKAHUPOBAHUS MOKET CUUTHIBATh C OIOJIJIETEHS
OTMETKY, MOCTABIICHHYIO N30UpaTenem.

Cucrembl IpsAMOM 3aMKMCH TOJI0COB, HAKATUIMBAIOIIME TOJI0CA HA OJJHOM YCTPOMNCTBE,
HCIOJIb3YIOTCSI TOBCEMECTHO B bpasunuu, Takxke T0CTaTOYHO MIMPOKO PACIIPOCTPaHEHbI
BUuuu, Hunepnanaax, Benecyane u CILA.

Cucrembl IHTEpHET-TOJI0COBAHUS 3aBOEBAIIH MOMYJIIPHOCTh U UCIOJIB3YIOTCS B
MIPaBUTENIbCTBEHHBIX BbIOOpax U pedepenaymax B BenukoOpuranuu, dcronnu u lBelinapuu, a
TaK)ke MyHULUTIAIbHBIX BbIOOpax B Kanane u mapruitabix Beroopax B CILIA n @pannun.

VYcerpolicTBa 3an0JIHEHUS

CyI1ecTBYIOT CHCTEMBI, BKIIOYAIOIINE B c€0sl U yCTPOMCTBO 3aMOJHEHUS 3JIEKTPOHHOTO
OrosuteTeHs (CEHCOPHBIN 3KpaH, TU00 CKaHep MTpUX-Koaa). Takke OHU, 3a4aCTyI0, OCHAIIICHbI
JOTIOTHUTEIBHBIM BCIIOMOTATENIbHBIM YCTPOMCTBOM ISl pacrieyaTKu OyMaskHON KOTIHH
OroyiieTeHst MO0 KBUTAHIIUU O TOJIOCOBAaHUU. XPaHEHHUE U MOJICUET TOJI0COB IIPU ITOM
MIPOUCXOUT HA OTJIEIbHOM YCTPONCTBE.

6.1ludpoBeie cepTUhHUKATBI: CUCTEMBI IIEpepaclpeiesIeHUs 10BEpHsl, HESBHBIC
cepTr(UKATHI.

udposoii cepTuduKaT — BBITYLICHHbIH YI0CTOBEPAIOLIUM LIEHTPOM 3JIEKTPOHHBIN WU
NeYaTHBIN JOKYMEHT, OATBEPK AN IPUHAAICKHOCTD BIIaJEIbIly OTKPBITOTO KIIF0Ya WIH
KaKux-JIn0o aTpruOyTOB.

CeprugukaTt OTKpBITOrO K04

CeprugukaT OTKpBITOrO KJIH04a YAOCTOBEPSIET IPUHAIEKHOCTh OTKPBITOTO KIIF0Ya
HEKOTOPOMY CYOBEKTY, HallpuMep, 1oJib30BaTento. CepTU(UKAT OTKPHITOTO KIIF0YA COEPIKUT
UMs CyOBEKTa, OTKPBITHIH KITI0Y, UMS YIOCTOBEPSIIOLIETO LIEHTPA, MOJUTHKY HCIIOIb30BaHUS
COOTBETCTBYIOLIETO YI0CTOBEPIEMOMY OTKPBITOMY KJIFOUY 3aKPhITOrO KJI0Ya U Jpyrue
napaMeTphl, 3aBEpEHHbIE OMHUCHIO YIOCTOBEPSIOIIETO LIEHTpA.

CeprudukaT OTKPBITOrO KJIHOYa UCIOJIB3YETCs A1 UAeHTU(DUKALUU cyObeKTa U
YTOYHEHUS ONepalHii, KOTOpbIe CYyOBEKTY pa3pelraeTcsi COBEpIIaTh ¢ UCIIOIb30BaHUEM
3aKpBITOTO KJIF0Ya, COOTBETCTBYIOIIETO OTKPHITOMY KIIIOUY, YIOCTOBEPSIEMOMY JTaHHBIM
cepTH(UKATOM.

dopmar ceptudurara oTkpsiToro kiaroua X.509 v3 onucan B RFC 5280

Ceptucgukat atprOyToB

CrpykTypa ceptu¢ukaTa aTpuOyTOB aHAIOTUYHA CTPYKTYpE cepTU(UKaTa OTKPBITOTO
kimoda. OTiau4une jxe 3aKII04aeTcs B TOM, YTO CepTU(HKAT aTpUOYTOB yI0CTOBEPSIET HE
OTKPBITBIN KJII0Y CyOBEKTa, a Kakue-1100 ero arpuOyThl — MPHUHAIICKHOCTD K KaKOH-TH00



rpyIIe, poJib, MOJHOMOYHS U T. 1. CepTH(HUKAT aTpUOYTOB NMPUMEHSIETCS [UITaBTOPU3AIHN
cyonekTa. @opmar ceprudukara arpudyros onmcan B RFC 5755.

Knaccugukanus ceprudukaron

VeriSign npemioxkuia ciaeIyromy KOHIENIUo Kiaccuukanuu mudpoBeIx
cepTu(UKATOB :

. Class 1 — unmuBuMIyalbHbBIC, IS HACHTU(PHUKALUH YICKTPOHHOW TOYTHI;

. Class 2 — nns opranusarmii;

. Class 3 — a5 cepBepOB M MPOrPaMMHOTO 00ECIICUCHHS;

. Class 4 — nns onnaitH-OM3HECa U TPAH3AKIMIA MEX/Ty KOMITAHUSIMU;

. Class 5 — s yacTHBIX KOMITaHHI HJTH [TPABUTEIbCTBEHHOM 0€30TIaCHOCTH.

1. 15 Jlextus Ne 24-25 ( 4 4aca).

Tema: «TecTsl Ha TPOCTOTY U (haKTOpU3AIUS

1.15.1 Bonpocs nekuum:

1.Tectrl Ha mpocTOTY: MpoOHOE Nenenue, Tect Pepma, Tect Munnepa-PabuHa.

2.AnroputMbl (pakTopHU3aNUK: TPOOHOE JIeNieHre, raakue yncia, (P-1)-meron
[Tonmapna, pa3HOCTH KBaIpaTOB, COBPEMEHHBIE METOIbI (PaKTOPU3AIIUH.

1.15.2 Kparkoe coaep;kaHue BOMPOCOB:

1. TecTsl Ha MPOCTOTY: poOHOE neneHue, rect Gepma, Tect Mumnepa-Paduna.

Bormpoc onpenenenus Toro, SBIsETCS U HATYpaIbHOE YHCIO MPOCTHIM, U3BECTEH KakK
npo0siema MpoCTOTHI.

TectoM mpocTOTHI (MM TPOBEPKOI MPOCTOTHI) HA3bIBAETCS AITOPUTM, KOTOPBIH, MIPUHSB
Ha BXO/IE YUCIIO , TIO3BOJISIET JIMOO HE MOATBEPAUTH MPENOI0KEHNE O COCTABHOCTUYHCIIA, TU00
TOYHO YTBEP’KIATh €ro NpocToTy. Bo BTOpOM ciydyae OH Ha3bIBAE€TCS HICTUHHBIM TECTOM
npocToThl. TakuM 00pazoM, TECT IPOCTOTHI MPEACTABIIAET COOO0H TOJIBKOTUIIOTE3Y O TOM, YTO
€CIIM AJITOPUTM HE IOATBEPMI MPEANOJIOKEHHE O COCTABHOCTH YUCIIA , TO 3TO YHCIO MOXKET
ABJISATHCS IPOCTBIM C ONPEAETICHHON BEPOSATHOCTBIO. DTO ONpEEIeHUE NOApa3yMeBaeT
MEHBILYIO YBEPEHHOCTh B COOTBETCTBUHU PE3YJbTaTa IPOBEPKH HCTUHHOMY I10JIOKEHUIO BEILEH,
HEXEJIM UCTUHHOE UCIBITaHUE Ha IIPOCTOTY, KOTOPOE JTaeT MaTEeMaTHUECKHU OATBEP K ICHHBIH
pe3ynbTar.

Tect npocroTsl depMa B TEOPUHU YUCET — 3TO TECT IPOCTOTHI HATYPAJILHOTO YKCIa N,
OCHOBAHHBIN Ha Masoil Teopeme Depma.

Ecin n — npocroe 4ncio, To OHO YAOBIETBOPSIET CPABHEHUIO IS JIFOOOTo a, KOTOpoe
HE JISJIUTCS Ha n.

BeinonHeHnue cpaBHeHUsT  SBISICTCA HEOOXOAMMBIM, HO HE JOCTATOYHBIM IIPU3HAKOM
IpocTOoThl yncia. To ecTh, ecinu HaaETes XoTs Obl 0JIHO a, Il KOTOPOTo , TO YHCIIO N —
COCTaBHOE; B IPOTUBHOM CJIyyae HUYEro CKa3aTh HEJb35, XOTA IAHChl HAa TO, YTO YUCIIO
SBJIICTCS IPOCTHIM, YBEJIMUMBaIOTCs. Eciy U1 COCTaBHOIO YMClia n BBINOJIHACTCS CPABHEHUE |,
TO YMCJIO N Ha3bIBAIOT NICEBJONPOCTHIM 110 OCHOBaHMIO a . [Tpu mpoBepke 4ucia Ha POCTOTY
tecToM depma BEIOMPAIOT HECKOJIBKO ynceln a. YeM 60Jiblie KOJIUYECTBO a, A1 KOTOPBIX , TEM
00JIbIIIE IAHCHI, YTO YKCIIO N npocToe. OJTHAKO CYIIECTBYIOT COCTABHbIE UHCIA, TSI KOTOPBIX
CpPaBHEHME BBINOJIHSETCA Ul BCEX A, B3aMMHO IIPOCTBIX ¢ 1 — 370 uncia Kapmaiikina. Yucen
Kapwmaiikina — GeckoHeYHOe MHOKECTBO, HauMeHblee yncio Kapmaiikia — 561. Tem He
MeHee, TecT @epma 10BOIBHO 3(h(heKTUBEH JUIst 0OHAPYKEHHsI COCTABHBIX YHCEl.

Tect Musutepa — Pabuna — BepOSTHOCTHBIHM MOJMHOMUAIBHBINA TECT MPOCTOTHI. Tect
Munnepa — Pabuna, Hapsiny ¢ Tectom @epma u tecrom Cososess — IlItpaccena, no3possier



3P PEKTUBHO ONPENENINTD, IBISCTCS U JAHHOE YUCIO COCTaBHBIM. OIHAKO, C €r0 OMOIIBIO
HeNb3s CTPOro J0Ka3aTh IPOCTOTY uncia. Tem He MeHee TecT Muiuiepa — Pabuna yacto
UCTOJB3yeTCA B KpUNTOTpadyH Ui OTYdEeHHUS OOJIBIINX CIyYalHBIX MPOCTHIX YUCEI.

2. Anroput™msl hakTopu3aiuu: npoOHOE JieNieHne, Tiaakue yucia, (P-1)-meron
[MTomnapaa, pa3HOCTb KBAaJpaToOB, COBPEMEHHbIE METO bl (haKTOPU3ALIUN.

MpOCTBIX MHOKUTENEH. CyliecTBOBaHUE U €IMHCTBEHHOCTH (C TOYHOCTHIO /10 TIOPSIIKA
CJICTOBAHUS MHOKHUTEIICH ) TAKOTO PA3JIOKECHHSI CIISIyeT U3 OCHOBHOU TEOPEMBI apU(METHKH.

B oTiume ot 3a1aun pacrio3HaBaHUs MIPOCTOTHI YUCIIA, (haKTOPH3AIIHS
MIPEANOJIOKHUTEIIBHO SIBJIICTCS BBIYMCIUTEIIBHO CIIOKHOM 3aaueil. B nHactosimee Bpemst
HEU3BECTHO, CYIIECTBYET Jik 3(H(PEKTUBHBINA HE KBAHTOBBIM aNTOPUTM(DAKTOPU3AINH TIEITBIX
yucen. OJIHaKo TI0Ka3aTeIbCTBA TOTO, YTO HE CYIIECTBYET PEIICHUS ATOU 3a/1a4u 3a
MOJIMHOMHAJIBHOE BpEMs TAK)KE HET.

[Ipeamnonoxenue o TOM, 4TO JJIs1 OOJIBIITUX YKCEN 3a7a4a (PaKTOpU3aluu SBIISIETCS
BBIYUCITUTENBHO CIOKHOM JIOKUT B OCHOBE IMPOKO MCIOJIb3yEMBIX allTOPUTMOB (HaIIpumep,
RSA). MHosxecTtBo 06sacTeil MaTeMaTuku ¥ HHGOPMATUKU HAXOAST IPUMEHEHNUE B PEILICHUU
aToi 3amaun. Cpen HUX: ITUTITUYECKHUE KPUBBIE, anredpandeckasl TCOpUs YUCeT MKBAaHTOBBIC
BBIYUCIICHUSI.

OnHUM U3 KITFOYEBBIX MOMEHTOB B Pa3BUTHH (PAKTOPHU3AIIUAHU IETBIX YHCEI OBLIO
co3ganue airoputMa RSA, 4To B0O300HOBMIIO MHTEPEC YUEHBIX B JaHHOM HAIllPaBJIEHUH, TaK KaK
HMMEJIO TIPAKTUYECKOE MPUMEHEHHE B 001acT mu(poBaHusl. DTOT aJTOPUTM ObLT MPEJIOKEH B
1977 rony Tpems yuensimu Ponansaom Puectom, Anu llamupom u Jleonapaom AieMmanom
n3 Maccauycerckoro TexHomorudueckoro MHCTUTYTa 1 Ha3BaH 1O MIEpBBIM OykBaM (pamuimii
aBTOpoB MeTo/IoM RSA. OH ocHOBaH Ha ujee KpunTorpaduu ¢ OTKPHITHIM KITFOUOM | JIJIst
B3JIOMa CUCTEMbI HEOOXOIMMO BBITIOJIHUTH PA3JIOKEHUE YHCIIa Ha IPOCThie cCOMHOXKUTenu. Ha
MOMEHT IyOauKanuu anroputMa RSA Obutd U3BECTHBI METO JIbl, KOTOPBIE MMO3BOJISLITN
(hakTOpH30BaTh YKCIIA, coCcTOAIME He Oosee ueM u3 25—30 mudp, a Hanbosiee U3BECTHBIM U
MPUMEHSIEMBIM Bce eimé octaBaics metoa Pepma. Meron RSA mo3BosisieT pakTopu3oBhIBaTH
gyucna u3 100 u 6onee necaTuunHbIx 3HaKoB. Co3/aTenu, B CBOIO 04epeib, 000 ant 3a
(dhaktopuzaruio yucia u3 129 necaTuuHbIX 3HAKOB CUMBOJIMYecKue cto nosuiapos CIIA[2].

Ha nonynsipHOCTB 3a1auu haKTOpU3aluK TaKKe MOBJIMsIA yonukanus B 1977 rony B
x)ypHaiue Scientific American Maptuna ['apaaep «HoBbiit anroputv mudpoBanus, 11 B3oMa
KOTOpOTO NoTpedyeTcs MUIUIUOHBI J1eT». CTOJIb TPOMKOE Ha3BaHUE ObLIO BOCIIPUHSTO B
KauyeCcTBE BhI30Ba BCEMY MaTeMaTHYECKOMY cOOOIIecTBY. B pe3ynbraTe 3T0# roHKH ObLIO
MPeII0’KEHO HECKOJIbKO HOBBIX M HECTAHJAPTHBIX HaeH (akropuzanuu[2].

Onones ¢ paznoxkeHreMm 129-3naynoro uncna 3asepuiniack B 1994 rony, korna
KOJUIEKTHUB O] pyKOBOJACTBOM A. JIeHcTpsl, ncnonb3ys 1600 komnbroTepoB, HOAroToBUi 3a 220
JHEH cucTeMy JIMHEHHBIX YPaBHEHUH, COMEPKaBIIYI0 0oJiee MOTyMUUIMOHA HEU3BECTHBIX.
Pemrenue 31oil cucTeMbl CyepKOMIIBIOTEPOM 3aHsIIO0 /1Ba AHA. HecMoTps Ha TO, 4TO B TO BpeMs
y>Ke OBbUTH U3BECTHBI METO/IbI PEIIeTa YUCIOBOTO OIS, JaHHBIM Pe3yabTaT ObLI MOTyYEH C
MIOMOIIIBIO aJTOPUTMa KBAIPaTUYHOTO peuIeTa.

3. METOAUYECKHUE YKA3AHUA
O MPOBEJEHUIO MPAKTUYECKHUX 3AHATHIA



3.1 llpakTuyeckoe 3anaTue Ne 1 ( 2 yaca).
Tema: «llotounsie cucrems! mudposanus (PCJIIOC, RC4, Pona)»

3.1.1 3aganue 119 padoThI:

1. Cucrema PCJIOC.
2. Cucrema Pona.
3. Cucrema RCA4.

3.1.2 KpaTkoe onucanue nNpoBOANMOIO 3aHATHSA:

[TycTh W3BECTHO, YTO MCXOJHOE COOOIIEHUE IMPEACTABISUIO COOOM TBOMYHO-IECATUIHOE
YUCJIO, TO €CTh YMCIIO, KaXaas TeTpaga (4eThlpe OuTa) KOTOPOTO TMOJy4YeHA TMPHU TEePEeBOJE
necatuaHoil  1mdpel 0...9 B nBomunblii Bua. IlepexBadeno 24 Oura 3ammdpoBaHHOTO
cooOmenus Y, T0 ectb mecth TeTpan Yi, Yz, Y3, Y4, Y5, Y, a umenHo snauenue 1100 1101
1110 1111 0000 0001. M3BecTHO, YTO K1tOY wiudposaHus COCTOSIT U3 YETBIPEX Oum, KOTOPHIE
TOXKE TMPEJCTABISIOT COOOH OJHO3HAYHOE JECATUYHOE YHCIO0, TO €CTh OJHO U TO
xe snauenue 0<K<9 ucnonp3oBanoch uid MUGPOBAHUSA KaXIbIX YETBIPEX OUm UCXOAHOTO
cooOmenus. Takum oOpazom, wugposanue uncna Xy, Xz, Xz, X4, Xs, Xg knmodom K mMoxxHO
MIPEJICTAaBUTh B BUJIC CHCTEMBI YPaBHEHUH:

Xi8K = 1100 X:0K = 1101 Xy8K = 110X,6K = 1111 X:8K = 0000 X;&K = 0001

I/ICXO,}ISI U3 YCJIOBHA, YTO Xi OPpUHUMACT ACCATHYHBIC 3HAYCHHUA OT O 0 9, JUIA TIOHUCKa
HeusBecTHOTO K onpenennm Bce BO3MOKHBIE 3HAYeHHS X ; U K, cymMMa KOTOpBIX IO MOAYIIO 2
npuBOIUT K pe3yabrary 1100:

K= 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001
Y1 =1100 1100 1100 1100 1100 1100 1100 1100 1100 1100
X; =1100 1101 1110 1111 1000 1001 1010 1011 0100 0101

Tak kak HMCX0JHOE 3HaueHue cocTosio u3 1udp or 010 9, TO MOKHO HCKIIOUUTH W3
paccmoTpenus 3Hauenus kiaroda 0000, 0001, 0010, 0011, 0110, 0111, Tak npu CI0KEHUU C HUMHU
MOJIYJarOTCsl 3HaueHus Oojbiue 9 B JECATUYHOM HKBHBAJCHTE. TakWe 3HAUYCHUS HE MOTIJIH
MPUCYTCTBOBATh B OTKPHITOM TeKCTe. Takum oOpa3oM, MEPBBIA 3Tall aHAIW3a YXKe IMO3BOJIMI
COKPaTUTh KOJMYECTBO BO3MOXKHBIX KITFOUEH C JIECATH JI0 YETHIPEX.

[[J'Iﬂ JanbHEHNIIero Mmoucka HeM3BECTHOTO K OopeaciiM BCC BO3MOIKHBIC 3HAYCHUA Xz; u

OCTAaBIIUXCA BApUAaHTOB KJIKHOYd, CyMMa KOTOPbIX IIO MOIYIIHO 2 NpUBOAUT K PE3YIIbTATY Y2 =
1101:

K =0100 0101 1000 1001
Y, =11011101 1101 1101
X, =1001 1000 0101 0100

BunHo, 4to 3TOT 3Tam He MO3BOJMI OTOPOCUTH HH OJHOTO M3 OCTABIIUXCS BapHUaHTOB
kitoya. [TomeiTaeMes 310 caenaTh, ucnonb3ys Y3=1110:

K =0100 0101 1000 1001
Yz =11101110 1110 1110
X, =1010 1011 0110 0111



[Tocne mpoBeseHHs ATOrO H3Tana CTAHOBUTCS SICHO, 4YTO KIIOYOM HE MOTJIH OBITh
3naueHus 0100 u 0101. OcTaercs 1Ba BO3MOKHBIX 3HaueHus kimoua: 10002)=810) 1 10012)=9(10).

JanpHeWmmui anaiuz no JAHHON METOJIMKE B IAaHHOM CIIy4ae, K COXKAJIEHHUIO, HE TIO3BOJIAT
OJHO3HAYHO YKa3aThb, Kako# xe u3 ABYX IIOJIYYCHHBIX BAPHAHTOB KJIHOYa HMCIOJB30BAJICA IIPU
mmdpoBannd. OIHAKO MOXHO CYUTATh YCIIEXOM YXKE€ TO, YTO APOCMPAHCME0 BO3MOKHBIX
KITFOYeH CHHU3WIOCH C JecsATH 10 nByX. Ocraercs monmpoOOoBaTh KaXAbIH M3 JABYX HaWJICHHBIX
KITIO4el Juis Memu(poBKH COOOIICHUH M MPOAHAIM3UPOBATH CMBICH TOJYYEHHBIX BCKPBITHIX
TEKCTOB.

B PCAIBHBIX ClIydadaX, KOrga HCXOAHOC COO6HICHI/Ie COCTaBJICHO HE TOJIBKO U3 OJHHX LII/I(l)p,
HO W U3 JPYrux CHUMBOJIOB, HUCIIOJIB30BAHUC CTATUCTHUYCCKOI'O aHaliu3a IMO3BOJIACT 6I>ICTp0 n
TOYHO BOCCTAHOBUTB KJI1l0Y U HMCXOJHBIC COO6IIIGHI/I$I npu KOpOTKOfI JJIMHE  KJIKo4a,
3aKPpBIBAIOIICTO n0MmMOK CCKPETHBIX TaHHbIX.

3.1.3 Pe3yabTarhbl U BHIBO/IbI:

Ha npaktuke ocBoeHbI moTouHbIe cucteMbl mmdposanus (PCIIOC, RC4, Pona)

3.2 llpakTuueckoe 3ansatue Ne 2 ( 2 yaca).
Tema: «llporpammuas peanmzanust motouHblx cuctem mudposanus (PCJIOC, RC4,
Pona)»
3.2.1 3apanue ajs padoThI:
1. IIporpammHas peanu3ais MOTOYHBIX CUCTEM MU (DPOBAHUS.
3.2.2 KpaTkoe onucaHue NpoBOAMMOTO 3aHATHSA:

B Omounom mmdpe W3 ABYX OJWHAKOBBIX OJIOKOB OTKPBITOTO TEKCTA IOJIYYarOTCs
OJIMHAKOBbIE OJOKH MHU(POBAHHOTO TeKCTa. M30exkaTh 3TOro Mo3BOJIAIOT MOTOYHBIE HIH(PHI, B
KOTOpBIX Mmudpyrolmiee npeoOpazoBaHue “3JeMeHTa” OTKPBHITOTO TEKCTa MEHSIETCS OT OJHOIO
aneMeHnTa K apyromy. Tak B DES B pexume cuerieHuss 0J0KOB (aKkTHUYECKH MPOUCXOIUT
npeoOpazoBaHue OyoyHOTO MmHUdpa B MOTOYHBIM, YTO oOJerdaer OOHApYKEHHUE HMCKAKCHUN
OJIOKOB M 3aTPYAHSET MONBITKM MMHUTALUU U ToAMeHbl. CHenHamucThl, OJHAKO, HCIOIb3YIOT
TEPMUH MOTOYHBIN MHUEGP TOJBKO B TOM Cydae, KOTJa ‘“3JIeMEHThI” OTKPBITOIO TEKCTa OYCHb
Manbl (ogHa OykBa wiau ofauH OMT). OOBIYHO ammapaTHbIE pealr3alii MOTOYHBIX MHU(POB
ObicTpee M TMpolne, 4eM ONOKOBbIX. [loTokoBble MmIM(PHI MNPUTOAHBI 1S IMUGPOBAHUS
HEMpPEepHIBHBIX MOTOKOB JaHHBIX, HANpUMeEp, B CETAX mepenaud AaHHbIX. CaMble MOMyJspHbIE
ceifuac mMoTo4HbIe MU(GPHl MOXKHO HA3BaTh JBOMYHBIMHU AIJIMTUBHBIMH. B Takux mmdpax k -
OUTOBBII CEKPETHBIN KITIOY ' Z WCIOJIBb3YeTCsl TOIBKO JJIsl YIIPABICHHS T€HEPATOPOM KIIHOYEBOTO
MOTOKa, MOPOKIAIOIIET0 ABOWYHYIO mocienoatenbHocth 0 1 1, ..., N — z z z , Ha3pIBaeMyto
KIIFOYEBBIM MOTOKOM, rie N >> k . Illudp tekct oOpazyercs myTeM CIOKEHUS MO MOIYIIO 2
OUTOB OTKPBITOTO TEKCTa U OUTOB KifoueBoro notoka: udposanne iiiY =X @z,i=1,0,..,
N —1 HemmudpoBanne iii X =Y @ z, i =10 ,., N -1 Hludpoanue u aemudpoBanue
BBITIOJTHSAIOTCA OJIMHAKOBBIMHM yCTPOWCTBAMU. AJMTUBHBIA TOTOYHBIM MUGpP MOXOXK Ha
JBOMYHBIN mH(p ¢ KIFOYOM OJHOKpAaTHOTO mpuMeHeHus. Ecmm'1Ziz=,1=1,0,.,k , k=N,
T. €. CEKPETHBIM KU HCIOJIb3YeTCsl KaK KII0YeBasl MOCIeN0BATEIbHOCTh, TO AJJUTUBHBIN
MOTOYHBIA MH(pP ecTh MH(pP ¢ KIOYOM OJHOKPATHOTO MpPUMEHEHHsS. B mpakTHuecKux
MOTOYHBIX mudpax amuHa N mudprekcTa MHOTO OOJbIIE JUIMHBI K CEKpeTHOro Kimoda, a
KITFOYeBasi TOCIEAOBATEIbHOCTD SBIISCTCS TCEBAOCIYYalHOW W UMEET HEKOTOPBI MEepHOI.



CTOMKOCTh CHCTEMBI LEJIUKOM 3aBUCUT OT BHYTPEHHEH CTPYKTYpbl I€HepaTropa KIIOUYeBOI
IocJIeI0BaTeabHOCTU. Eciin reHepaTop BbIIAET MOCIEN0BATEIBHOCTh C HEOOJIBIINM IIEPUOIOM,
TO CTOHKOCTb cHcTeMbl Oyner HeBenuka. Ecimm Obl reHeparop BblgaBall OECKOHEUHYIO
MOCIIEIOBATEIbHOCTh OMTOB, B KOTOPOM KaXIbli OUT MOPOKIAJICS HE3aBHCUMO U C
BepOATHOCTHIO 1/2 mpuHuMan 3HaueHust O win 1 , TO MBI MOJy4HJId Obl COBEPIIEHHO CTOMKUI
mmdp.

3.2.3 Pe3yabTaThl U BHIBO/IbI:

Ha mpakTuke OCBOUTH MPOTPaMMHYIO PEAIM3alUI0 MOTOYHBIX CHUCTEM IHU(POBAHUS
(PCJIOC, RCA4, Pona).

3.3 IlpakTuyeckoe 3ansaTue Ne 3 (2 yaca).
Tema: «Cxembl pacnpenenenust kimodert (Lllamupa, Hudbdu-Xennmmana, mpoTokosioB
OCHOBAHHBIX HaA 3JIJITUIITHYCCKUX KpI/IBI)IX)»
3.3.1 3ananue 15 paéoThbI:
1. Cxema pacnpeneneHus KJIF04€il, OCHOBAHHBIX Ha AJUIMITUYECKUX KPUBBIX.
3.3.2 KpaTkoe onucanue nNpoBOAMMOrO 3aHATHS:

OTKpbITHIN 251eMeHT P 3a7aH B Tabn. 3 —rpada 2. HailTu npuMUTHBHBINA JIEMEHT TOJIS.
CunTasi, 4TO CEKpETHBIM KIII0Y Ka)XJO0r0o y4aCTHUKA PaBeH HOMEPY CTYJEHTA B CIIMCKE TPYIIIbI
I, BBIYMCIHTH KIHOY OOMEHa Jyisi ydacTHHKa ¢ HoMepoM 35 — i mo amroputmy Judpdu —
Xamimana.

[Tpumep Bemonnenust 3aganusnl3. Anroput™ Juddu-Xennimana
OTtkpeIThIi 251eMeHT P 3aman B tabmune 3 — rpada 2. HaiiTu NpUMHUTHBHBIN AJIEMEHT
noyig.  Cuutasi, 4YTO CEKPETHBIM KIH0Y KaXKJI0I'0 YYaCTHHKA PABEH HOMEPY CTYICHTA B CIIHCKE

TPYIIBL |, BBIYUCIUTH KIIFOY OOMEHa I ydacTHUKA ¢ HomepoM 35 — i mo anroputmy Jduddu-
Xannmana.

Bapuant Ne 15, rpynma 2091 (Ne 1)

Howmep B cniucke rpymiibt i=15

Howmep rpymisr k=1

P=37

OTtkpeIThiid 3neMeHT P = 37. Haiitm npuMuUTHUBHBIA 31eMeHT mojsi. CeKpeTHBIH KITo4
KaXK/I0TO YY4aCTHHKA | = 15, BRIYMCINTD KJIF0U 0OMEHA ISl y9acTHHKA ¢ HoMepoM 35-15 = 20.

GF(37)=<0,1,2,3, ..., 35,36, 37>

Haiinem npumutuBHbIi smement mos GF(37).

TpeOGyercss HaliTu Takoe 4YHCIIO, MpHHAJUIeKallee HHTepBany [2,37], koTtopoe mpH
BO3BeneHUU B 37-10 cTemeHb mo Monymio 37 Oyaer AaBaTh B pe3yibrare eauHuny. Ecim xe
eAuHUlla OyAeT TMoJydeHa paHbllle, YeM IpU BO3BEJCHUU B 36-10 CTENEHb, PE3YIbTATHI
BO3BE/ICHUSI B CTENEHb HA4YHYT IOBTOPATHCSA, W Uepe3 BBHIOPAHHBIM AIIEMEHT HE YHacTcs
MPEJICTaBUTh BCE AJIEMEHTHI moysl. McXonas U3 Takux COOOpa)KeHHi, MOJlydaeM HECIIOXKHBIN
AITOPUTM HAaXOKIECHUsS IIPUMHTHBHBIX 37eMeHTOB ot GF(37).

ANropuTM HaXOXKICHHUS IPUMHUTHBHBIX 371eMeHTOB moiisi GF(37).

int _tmain(int argc, TCHAR* argv[])

{

long int mem, i, j, num, deg, modul, res;
unsigned char mas[38];

deg = 0; modul = 37; mem = 2;

while (mem < 36)

{



num = mem; deg = 0;
while (deg != 36)

{
res = 1; deg = 0;
for (i=0; 1< 36; i++) mas[i] =0;
do
{
res = res*num; res = res % modul;
deg++; mas[deg] = res;
while(res = 1);
num++;
}

std::cout << num-1 << std::endl;
for (i=0; i< 36; i++)

{

for (j=0; < 36; jt++)
if ((i '=]) && (mas[j] == mas[i]))
std::cout << "Wrong" << std::endl;

}
mem = num;

}

}
}

B pesynbrate BHITIOTHEHUST IPOTPAMMBI TIOJTYYHM CIICAYIONINE 3HAYCHUS:
2, 5,13, 15, 17, 18, 19, 20, 22, 24, 32, 35

BriGepem 3nauenue o = 2.

CexpeTHbli KIIF0Y yaacTHHKA A: Xa = 15.

Cexpetnblii Kir04 yaacTHrKa B: Yg = 35-15 = 20.

OTKpHITHI kM09 yuacTHEKA A: K, = o™ = o™ = 2" mod37 = 23
OTKpHITHI kM09 yuacTHEKA B: K, =" = ™ =2 mod37 = 33
K, =23

Kg =33

O6MennbIii K104 yaacTHuka A: K = K, ** moda = 33" mod37 = 26
O6MenHbIii K104 ydacTHuKa B: K = K, moda = 23%° mod37 = 26

3HaueHus oOMeHHOTro Kiaroua mid A u B coBmamaror.
OoMennbIi K1109: K = 26
3.3.3 Pe3yabTaThl U BHIBO/BI:
Ha mpakTtuke pemuth 3a7auyy pacrpeneneHus Kitoueil Ha ocHoBe anroputMa luddu —

XeJuiMaHa.

3.4 TIpakTuueckoe 3ansitue Ne 4 (2 gyaca).



Tema: «Cxembl pacnpenencHus wmouedr (Lllamupa, duddu-Xenmmana, mpoTOKOJIOB
OCHOBAHHBIX Ha AJUTUNITUYECKUX KPUBBIX )
3.4.1 3aganue nJis1 padoThI:
1. Cxema pacripeiesieHust KII04Yeil, OCHOBAHHBIX HA JUIMITUYECKUX KPUBBIX.
3.4.2 KpaTkoe onucanue NpoBoANMOro 3aHATHA:

OTKpBITHIH 271eMeHT P 3aaaH B Tabn. 3 —rpada 2. HaliTé NpUMHUTHUBHBIN SJIEMEHT TOJISL.
Cumnrtast, UTO CEKpETHBIM KIIIOY Ka)XJO0r0 yJaCTHHUKA PAaBEH HOMEPY CTYJEHTA B CIIMCKE TPYIIIbI
I, BBIYMCIHTH KIIOY OOMEHa Jyisi y4acTHHKa ¢ HomMepoM 35 — i mo amroputmy Judpdu —
Xonnmana.

[Tpumep Bemonnenust 3aganusld. Anroput™m Juddu-Xennmana
OtkpbIThIil 2memenT P 3aman B Tabmuue 3 — rpada 2. Haiitu npuMHUTHUBHBIN 3JIEMEHT
nosist.  CuuTasi, YTO CEKPETHBIA K04 Ka)JI0T0 YYacCTHHKA PaBEH HOMEpY CTYIEHTa B CIIMCKE

TPYIIBI |, BBIYUCIUTH KIIFOY OOMEHA ISl y9acTHUKa ¢ HomepoM 35 — i 1o anroputmy duddu-
Xonnmana.

BapuanTt Ne 15, rpynna 2091 (Ne 1)

Howmep B criucke rpymisl =15

Howmep rpymisr k=1

P =37

OtkpbiThiil 2nement P = 37. HailTu npuUMUTUBHBIN 37eMeHT mnoJisi. CeKpeTHbIN KoY
KaX/I0TO yY4acTHHKA | = 15, BRIYMCIUTD KITFOU OOMEHA ISl y9acTHHKa ¢ HoMepoM 35-15 = 20.

GF(37)=<0,1, 2,3, ..., 35,36,37>

Haiinem npumutuBHbIi snement nosist GF(37).

TpeOyercss HallTH Takoe 4YHCIO, TpUHAAIEKalee uHTepBany [2,37], koTopoe mpu
BO3BEJICHUU B 37-10 CTEeNeHb MO Moyt 37 OyneT maBaTh B pe3yibrare enuHuily. Ecnm ke
eAuHMIla OyAeT mMoJydeHa paHbllle, YeM INpU BO3BEACHHH B 36-10 CTENEHb, PE3YIbTAThI
BO3BE/ICHUSI B CTENEHb HAYHYT IOBTOPSTHCA, U 4Yepe3 BBIOPAHHBINA SJIEMEHT HE YyIacTcs
MPE/ICTaBUTh BCE AJIEMEHTHI moysl. Mcxonas u3 Takux cOOOpa)KeHHi, MoJiydaeM HECIIOXKHBIN
AJITOPUTM HAaXOKJICHUS IPUMHTHBHBIX 37eMeHTOB ot GF(37).

AJITOPUTM HAXOKICHHS TPUMUTHBHBIX d51eMeHTOB mosist GF(37).

int _tmain(int argc, TCHAR* argVv[])

{

long int mem, i, j, num, deg, modul, res;
unsigned char mas[38];
deg = 0; modul = 37; mem = 2;
while (mem < 36)
{
num = mem; deg = 0;
while (deg != 36)

{
res=1; deg = 0;
for (i=0; i< 36; i++) mas[i] = 0;
do
{
res = res*num; res = res % modul;
deg++; mas[deg] = res;
}
while(res = 1);
num-++;
}

std::cout << num-1 << std::endl;



for (I=0;1<36; i++)

{
for (j=0; < 36; j++)
if ((i '=]) && (mas[j] == mas[i]))
std::cout << "Wrong" << std::endl;
}
mem = num;
}

¥
¥

B pe3ynbTaTe BBITIOJHEHUS TPOTPAMMBI TIOJIYYUM CIIEAYIOIINE 3HAYCHUS:
2,5,13, 15,17, 18, 19, 20, 22, 24, 32, 35

Bribepem 3HadeHue o = 2.

CexpetHblii Ki1t04 ydacTHHKA A: Xa = 15.

Cexpetnbrii kimto4 yuactHuka B: Yg = 35-15 = 20.

OTKpHITHI kM09 yuacTHEKA A: K, = o™ = o™ = 2" mod37 = 23
OTKpEITHI kM09 yuacTHEKA B: K, =" = a® =2 mod37 = 33
K, =23

Kg =33

O6MenHbIit K104 yaacTHuKa A: K = K, ** moda = 33" mod37 = 26
O6MenHbIit K104 ydacTHuKa B: K = K, moda = 23%° mod37 = 26

3HaueHns 0OMEHHOro Kirroya st A u B coBnamaror.
OomenHbIi kiawu: K = 26

3.4.3 Pe3yabTaThl M BHIBO/IbI:

Ha mpakTtuke pemnts 3a7audy pacrpeaeieHus Kitoueil Ha ocHoBe anroputMma ludpdu —

XeJuiMaHa.

3.5 IIpakTuyeckoe 3ansaTue Ne 5 ( 2 yaca).
Tema: «Acummerpuunsie kpunrocucreMmsl (RSA, El Gamal, Pabuna)»

3.5.1 3aganue nJs1 paéoThI:

1. ®opMupoBaHHE ACUMMETPHUYHBIX KPUIITOCHCTEM.
2.®opMUpOBaHNE ACUMMETPUYHBIX KpUNITOCUCTEM RSA

3. ®opMHpOBaHUE ACUMMETPHYHBIX KpUnTocucrem PaOuHa .
4, dopMUpOBaHHE ACHMMETPHYHBIX kKpuntocucteM El Gamal.
3.5.2 KpaTkoe onucanue npoBoANMOro 3aHATHA:

1. Beibupaem mpocthie yrca (HeOobIiie, 4TOObI YIIPOCTUTD
Beryncnenus): p=3p=3 u q=11g=11

2. Beruucngem moayns N=p*Q=3+11=33n=p*q=3+11=33

3. Beruucnsiem gynkmuro Jitnepa ot

moxayins NN & p(N)=(p—1)*(q—1)=2*10=20¢p (N)=(p—1)*(q—1)=2%10=20.



4. BoiOupaeM OTKPBITYIO SKCIIOHEHTY e=7e=7

5. Onpenensiem 3akpoiTyto skcnionenty dd : d+e=1(modd (N))d+e=1(modd (N)) =>=> d=3d=3
Bynem mugposars coobmenue RSA, mycts Oykse A coorBerctByeT mudpa 1, B-2,C-3 ut.a
(ITomoOHOE COOTBETCTBHE BHOCHM JUISI IIPOCTOTHI), TOT/A :

R=18;R=18; S=19;S=19; A=1;A=1;OtkpsIThIii Ki1t04 : (€,n)=(7,33)(e,n)=(7,33)
C1=(187)m0d33=6C1=(187)mod33=6

C2=(197)mod33=13C2=(197)mod33=13

C3=(17)mod33=1C3=(17)mod33=1

C("RSA")=6131

3.5.3 Pe3yabTaThl U BHIBOJBI:

Ha mpaxTuke paccMoTpeTh npuMep muQpoBaHue ¢ MOMOIIBI0 anroputMa RSA

3.6 IlpakTuyeckoe 3ansaTue Ne 6 ( 2 yaca).
Tema: «Acummerpuunsie kpunrocuctemsl (RSA, EI Gamal, Pabuna)»

3.6.1 3aganue nJst padoThI:

1. ®opmupoBaHNE aCUMMETPUYHBIX KPUIITOCHCTEM.
2.DopMHUpoBaHHE aCHMMETPUYHBIX KpuntocucteM RSA

3. ®opMupoBaHUE aCUMMETPUYHBIX KpuntocucreM Pabuna .
4. dopMuUpoBaHUEe aCHMMETPHYHBIX kpuntocucteM El Gamal.
3.6.2 KpaTkoe onucanue npoBoAMMOro 3aHATHA:

1. Beioupaem npocteie yrcia (HeGOobIIIe, YT00BI YIIPOCTUTD

BeIuncieHus1): p=3p=3 u q=11¢g=11

2. Berancnsem moayins N=p*Q=3x11=33n=p*q=3%11=33

3. Beruucnsem pynkuuro Diinepa ot

Moyt NN & G (N)=(p—1)*(q—1)=2*10=20¢ (N)=(p—1)*(q—1)=2%10=20.

4. BeiOupaeM OTKPBITYIO SKCIIOHEHTY €=7e=7

5. Onpenensiem 3akpoiTyto skcronenTy dd : dxe=1(modd¢ (N))d*e=1(modd (N)) =>=> d=3d=3
bynem mmudposats coobmienue RSA, mycts OykBe A cootBerctByeT udpa 1, B-2,C-3 u .1
(ITomoOGHOE COOTBETCTBHE BHOCUM JUISI TPOCTOTHI), TOT/IA

R=18;R=18; S=19;S=19; A=1;A=1;OtkpsITsIii k11104 : (€,n)=(7,33)(e,n)=(7,33)
C1=(187)m0d33=6C1=(187)mod33=6

C2=(197)mo0d33=13C2=(197)mod33=13

C3=(17)mod33=1C3=(17)mod33=1

C("RSA")=6131

3.6.3 Pe3yibTaThl U BHIBO/BI:
Ha npakTrke paccMoTpeTh npuMep mudpoBaHue ¢ MOMOINBI0 aaropurmMa RSA

3.7 lpakTuueckoe 3ausTue Ne 7 ( 2 yaca).
Tema: «Acummerpuunsie kpunrocuctembl (RSA, EI Gamal, PaGuna)»

3.7.1 3ananue ays padoThI:

1. ®opMupoBaHHE ACUMMETPUYHBIX KPUIITOCHCTEM.
2.®DopMHUpoBaHHE aCUMMETPUYHBIX Kpuntocuctem RSA

3. ®opMupOBaHUE ACUMMETPHUHBIX KpuntocucreM PabuHa .
4. dopmupoBaHNe aCHMMETPHYHBIX KpunrocucteM El Gamal.



3.7.2 KpaTKOC ONMUCAHHUE NMPOBOAUMOTO 3aHATHUSA:

1. Beibupaem mpocthie urciia (HeOobIiie, 4TOObI YIIPOCTUTD

Bbruucienus): p=3p=3 u q=11g=11

2. Beraucnsem moayns N=p*0=3*11=33n=pxq=3+11=33

3. Beruucnsiem Qynkmuro Jitnepa ot

moayist NN & G (N)=(p—1)*(q—1)=2%10=20¢ (N)=(p—1)*(q—1)=2%10=20.

4. BeiOupaeM OTKPBITYIO SKCIIOHEHTY e=7e=7

5. Onpenensiem 3akpoiTyto skcnionenty dd : dxe=1(modd (N))d+e=1(modd (N)) =>=> d=3d=3
Bynem mu¢posars coobmenue RSA, mycts Oykse A coorBerctByeT mudpa 1, B-2,C-3 ut.x
(ITomoOHOE COOTBETCTBHE BHOCHM JISI IIPOCTOTHI), TOT/A :

R=18;R=18; S=19;S=19; A=1;A=1;OtkpsIThIii k11104 : (€,n)=(7,33)(e,n)=(7,33)
C1=(187)mo0d33=6C1=(187)mod33=6

C2=(197)mod33=13C2=(197)mod33=13

C3=(17)mod33=1C3=(17)mod33=1

C("RSA")=6131

3.7.3 Pe3ybTaThl U BHIBOJBI:

Ha mpaxTuke paccMOTpeTh puMep Mu(poBaHue ¢ MTOMOIIBI0 anroputMa RSA

3.8 IIpakTuueckoe 3ansaTue Ne 8 (2 gyaca).
Tema: «Acummerpuunsie kpunrocuctembl (RSA, EI Gamal, Pabuna)»

3.8.1 3apanue nJs1 paéoThbI:

1. ®opMupoBaHrE ACUMMETPUYHBIX KPUIITOCUCTEM.
2.®opMUpOBaHNE ACUMMETPUYHBIX KpUNITOCHCTEM RSA

3. ®opMupoBaHKE ACHMMETPHYHBIX KpUNITOCHCTEM PabuHa .
4. ®opmupoBaHre aCHMMETPUUIHBIX KpuntocucteM ElI Gamal.
3.8.2 KpaTkoe onucaHue NpoBOAMMOT0 3aHATHSA:

1. Beibupaem npocteie yncia (HeGOobIIue, YT00bI YIIPOCTUTE

BeIuncieHus1): p=3p=3 u q=11¢g=11

2. Berancnsem moayis N=p*Q=3x11=33n=p*q=3+11=33

3. Beruucnsem pynkuuro Diinepa ot

Moyt NN & (N)=(p—1)*(q—1)=2*10=20¢ (N)=(p—1)*(q—1)=2x10=20.

4. BeiOupaeM OTKPBITYIO SKCIIOHEHTY €=7e=7

5. Ompenensiem 3akpoityto skcriorenty dd : dxe=1(modd (N))d*e=1(modd (N)) =>=> d=3d=3
bynem mudpoars coobmenne RSA, mycts 6ykBe A cootBercTByeT uppa 1, B-2, C-3 ut.1n
(ITomoOHOE COOTBETCTBHE BHOCUM JUISI TPOCTOTHI), TOT 1A

R=18;R=18; S=19;S=19; A=1;A=1;OtkpsItsiii kit04 : (€,n)=(7,33)(e,n)=(7,33)
C1=(187)mo0d33=6C1=(187)mod33=6

C2=(197)mod33=13C2=(197)mod33=13

C3=(17)mod33=1C3=(17)mod33=1

C("RSA")=6131

3.8.3 Pe3yibTaThl 1 BHIBOJBI:

Ha npakTuke paccMoTpeTh npuMep Mu(poBaHUe ¢ MOMOIIBI0 aropurMa RSA

3.9 IIpakTuueckoe 3ansitue Ne9 ( 2 yaca).



Tema: «IIporpammuas peanusanus acuMMmeTpuuHbix kpuntocucrem (RSA, El Gamal,
Pabuna)»
3.9.1 3aganue 1151 padoThI: peann3anus ACHMMETPHUYHBIX KPUIITOCUCTEM
3.9.2 KpaTkoe onucanue NpoBoAMMOro 3aHATHA:

Korna 3axoauT peds 0 BEIOOpE XOPOIIeTro KpUNTOrpapruecKoro aJropuTMa, y BRIOMpPAIoIIero,
KaK IPaBUJIO, UMEETCSI HECKOJIbKO BO3MOXHOCTEH:

¢ MoOXHO  BOCIOJIb30BATbCA  WU3BECTHBIM  QJITOPUTMOM,  CPaBHUTEIBHO  JAaBHO
OITyOJIMKOBAaHHBIM B CHEIMAIBHOM U3aHUU 10 Tpobiemam kpuntorpadun. Ecim HEKTO
MOKa He COOOIIMI O TOM, YTO CyMeN BCKPBITH 3TOT aJrOPUTM, 3HAYUT, OH CTOHUT TOTO,
9TOOBI OOpaTHTH HA HETO BHUMAaHHUE.

e MoXHO JOBEpUTHCS H3BECTHOW (upMme, ClenUaNu3upyIoIIeics Ha NpOoJake CpelCTB
mudpoBanus. Bpsn nu sta ¢pupma Oyzner puckoBaTh CBOMM JOOpPBIM MMEHEM, TOPrys
HECTOMKUMU KPUIITOTpaPUUECKUMU aJITOPUTMAMH.

¢  MoxHO oOpaTuTCs K He3aBUCUMOMY 3KcrepTy. Ckopee BCero, OH CMOKET 0OBEKTHBHO
OIIEHUTb JJOCTOMHCTBA U HEJAOCTATKHU Pa3IMYHbIX KPUIITOTpapUUECKUX alrOPUTMOB.

¢ MoxHO 00paTUTCS 3a MOAJIEPKKON B COOTBETCTBYIOIIEE TPABUTEIBLCTBEHHOE BEJOMCTBO.
Bpsin nu npaButenscTBO OyAeT BBOJAWUTH CBOMX TIpakJaH B 3a0myXIeHHE, AaBas UM
JIO)KHBIE COBETHl OTHOCHTENBHO CTOWKOCTH TOrO WJIM HMHOTO KPUNTOrpapuuecKoro
aJIropuTM™Ma.

¢  MoXHO MOMBITaTbCSA CO3/1aTh COOCTBEHHBIN KpunTorpaguueckuil anroputm. Mamo Kto
3aMHTEpPEeCcCOBaH caM cebs oOmaHbIBaTh. UeM 4Y€pT HE IIYTUT: a BAPYr BbI OOyamaere
BBIJIAIONMMHUCS CTIOCOOHOCTSIMH B 00J1aCTH KpunTorpapuu?

Bo Bcex mepeuncieHHbIX BO3MOXKHOCTAX UMEIOTCS CBOM CYIIECTBEHHbIE U3bsHBIL. [lonmaraTecs
TOJIBKO Ha OJIHY (hUpMy, Ha OJTHOTO SKCIIEPTa UM Ha OJTHO BEJOMCTBO HE COBCEM Pa3yMHO.
MHorue nroau, Ha3bIBaroye cedsi He3aBUCUMBIMU IKCIIEPTaMU, MaJlo IOHUMAIOT B
kpunrtorpadguu. boabmnHCTBO QUpPM, MPOU3BOAAIIUX CPEICTBA MIH(PPOBAHUS, HUYYTh HE
nyame. B AHB u ®ATICH paboTaroT sydiie Kpuntorpadsl B MEpPE, OJTHAKO, IO TIOHITHBIM
CO00paXeHUsIM, OHHU HE CIIENIAT MOIECIUTHCSI CBOUMU CEKPETAMHU C TIEPBBIM BCTPEUHBIM.
Bnpouewm, u co BTopsiM Toke. 1 naxke eciau Bbl TeHU B KpunTorpaduu, riryrno UCroiab30BaTh
KpUNITOTPaPUIECKUN aIrOPUTM COOCTBEHHOTO N300peTeHHS 0€3 TOro, YTOOBI €r0 BCECTOPOHHE
MIPOAHATIM3UPOBATIN U TPOTECTUPOBAIH ONBITHBIE KPUIITOJIOTH.

[ToaTomy Haubosee MPEANOYTUTEIHLHOM MIPEICTABISIETCS MepBasi U3 MEPEUNCICHHBIX
BO3MOXHOCTEH. JlaHHBIN MOIX0/] K OLIEHKE CTOMKOCTH KPUNTOrpauyecKuX alropUTMOB MOKHO
ObUTO OBl MPU3HATH UCATBHBIM, €CIM Obl HE OJIMH ero HelocTaToK. K coxaneHuto, Hu4ero
HEU3BECTHO O Pe3y/IbTaTaX KPUNTOAHATUTUYECKUX UCCIEI0OBAHUN 3TUX alITOPUTMOB, KOTOPBIE,
HECOMHEHHO, aKTUBHO BEJIUCH B MPOIIJIOM U MPOJ0JDKAIOT TaKXKe aKTUBHO MTPOBOAUTCS BO BCEM
MHpPE MHOTOYHCIIEHHBIMH COTPYTHUKAMU PA3IMYHBIX MPABUTEIHCTBEHHBIX BEIOMCTB, B
KOMITIETEHITMIO KOTOPBIX BXOAAT KPUNTOJOTUYECKUE U3bICKaHMs. DTH BEJOMCTBA, CKOpee BCEro,
ropaszzio jy4iie GUHAHCUPYIOTCS, YeM aKaJeMHUUeCKUe HHCTUTYTHI, BEIyIINEe aHATIOTUYHbBIE
uccienoBanus. J{a u Hayanu OHM 3aHMMATHCS KPUMNTOJIOTUEH 3HAUUTEIBHO PAHBLIE, YEM
y4eHbI€, HE UMEIOIINE BOMHCKUX 3BAaHUH, U CIICIUAIMCTHI U3 4acTHRIX ¢pupm. [ToaTromy MOKHO
MIPEIMOJIOKUTh, YTO BOCHHBIE HAIIUIA TOpa3io 00Jjiee MPOCThie CIIOCOOBI BCKPHITHSI U3BECTHBIX
m1(pPOB, HEXKEIH TE, KOTOPHIE H300PETEHBI 3a MpeAeIaMH CTPOTO OXpPaHIEeMBbIX 3AaHUN
CBEPXCEKPETHBIX NIPAaBUTEIIbCTBEHHBIX BEIOMCTB.

3.9.3 Pe3yabTaThl U BHIBOJBI:

Ha MPAaKTUKE OCBOUTH NPOTPAMMHYIO PCAITU3ALNI0 ACUMMCTPUYHBIX KPUIITOCUCTEM.



4. METOAUYECKUE YKA3ZAHUSA
IO MPOBEJEHUIO CEMUHAPCKUX 3AHATUM
He npexycmorpeno PYII



